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Preface

Preface

Welcome to the Trend Micro™Virtual Mobile Infrastructure™ version 6.0 Installation
and Deployment Guide. This guide helps you to get “up and running” by introducing
Virtual Mobile Infrastructure, assisting with deployment, installation, initial
configuration, and post-installation configuration tasks.

This preface discusses the following topics:
o Audience on page vi

. Viirtual Mobile Infrastructure Documentation on page vi

«  Document Conventions on page vii
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Audience

The Virtual Mobile Infrastructure documentation is intended for both administrators—
who are responsible for administering and managing Mobile Device Agents in enterprise
environments—and mobile device users.

Administrators should have an intermediate to advanced knowledge of Linux system
administration and mobile device policies, including:

. Installing and configuring Linux servers
+  Installing software on Linux servers

«  Configuring and managing mobile devices (such as smartphones and tablet
computers)

. Network concepts (such as IP address, netmask, topology, and LAN settings)
+  Various network topologies
. Network devices and their administration

+  Network configurations (such as the use of VLAN, HTTP, and HTTPS)

Virtual Mobile Infrastructure Documentation

The Virtual Mobile Infrastructure documentation consists of the following:

«  Installation and Deployment Guide—this guide helps you get "up and running" by
introducing Virtual Mobile Infrastructure, and assisting with network planning and
installation.

o Adpinistrator's Guide—this guide provides detailed Virtual Mobile Infrastructure
technologies and configuration.

. Online help—the purpose of online help is to provide "how to's" for the main

product tasks, usage advice, and field-specific information such as valid parameter

ranges and optimal values.
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. Readme—the Readme contains late-breaking product information that is not found
in the online or printed documentation. Topics include a description of new
features, installation tips, known issues, and release history.

Tip

Trend Micro recommends checking the corresponding link from the Documentation
Center (http://www.docs.trendmicro.com/) for updates to the product documentation.

Document Conventions

The documentation uses the following conventions.

TABLE 1. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain
commands and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs,
and options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file

names, and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

], Note Configuration notes

Q Tip Recommendations or suggestions



http://docs.trendmicro.com/
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CONVENTION

DESCRIPTION

O Important
L

Information regarding required or default configuration
settings and product limitations

ﬂ WARNING!

Critical actions and configuration options
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Chapter 1

Introducing Virtual Mobile
Infrastructure

This chapter assists administrators in planning the server components for Trend
Micro™Virtual Mobile Infrastructure™.

This chapter contains the following sections:

o About Virtual Mobile Infrastructure on page 1-2
Why Use Virtual Mobile Infrastructure on page 1-2

« System Requirements on page 1-3

o Abrchitecture of Virtual Mobile Infrastructure on page 1-4

. Components of VVirtual Mobile Infrastructure on page 1-7
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About Virtual Mobile Infrastructure

Trend Micro Virtual Mobile Infrastructure is a service that hosts independent
workspaces for every user. A user workspace is based on the Android operating system,
which is accessible via the Virtual Mobile Infrastructure mobile client application
installed on an Android or iOS mobile device. Using the mobile client application, users
can access the same mobile environment that includes all their applications and data
from any location, without being tied to a single mobile device. The mobile client
application preserves the original Android user experience by providing all the Android
featutres and their controls to the uset.

Since all the workspaces are hosted onto the server and maintained by the administrator,
Virtual Mobile Infrastructure enables a clear separation between the personal and
corporate data available to the users. This clear separation ensures data safety and
provides more centralized and efficient workspaces that are easier to manage and
maintain.

Why Use Virtual Mobile Infrastructure

Virtual Mobile Infrastructure provides the following benefits:

BENEFIT DESCRIPTION

Data Protection All enterprise applications and data are saved in secure
corporate servers under administrator's control.

Good User Experience Users can use their personal mobile device to access
corporate data, and therefore the mobile OS user
experience is preserved.

Easy-to-use system to access corporate virtual workspace.

Natural screen touch experience for smartphones and
tablets.

Simplified Management Administrator can centrally manage all users from single
Web console.
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BENEFIT DESCRIPTION

Single Sign-On Reducing time spent in re-entering passwords in virtual
workspace.

Reducing administration cost due to lower number of IT
help desk calls about passwords.

Workspace Customization | Administrator can create a personal virtual mobile
workspace for each employee.

Administrator can centrally customize applications for
employees in their virtual workspaces from the server.

User-based Profile Provides user based profile management.

Users can use their own virtual workspace from any of
their mobile devices.

Manageable Life Cycle Administrator can remotely manage a workspace's entire
life cycle-from provisioning to the end of life.

Easy Deployment Provides on-premise deployment.

Provides self-contained Linux-based operating system for
easy deployment.

Integration with Enterprise Provides integration with LDAP and external storage.
Infrastructure

System Requirements

Review the following requirements before installing Virtual Mobile Infrastructure.

TABLE 1-1. System Requirements for Server

COMPONENT REQUIREMENTS
Processor 64-bit x86 eight-core Intel processor with SSSE3 support
Memory 8-GB
Hard disk 50-GB available for installation
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COMPONENT REQUIREMENTS

Network Card (NIC) One 1-GB NIC

TABLE 1-2. System Requirements for Secure Access

COMPONENT REQUIREMENTS
Processor 64-bit x86 four-core
Memory 4-GB
Hard disk 30-GB available for installation
Network Cards (NIC) One 1-GB NIC

TABLE 1-3. System Requirements for Virtual Mobile Infrastructure mobile client

COMPONENT REQUIREMENTS

Operating system «  i0S10.0 or later
«  Android 5.0 or later

Architecture of Virtual Mobile Infrastructure

Depending on your company scale and requirements, Trend Micro Virtual Mobile
Infrastructure enables you to deploy single or multiple Servers and Secure Access. In the
case of multiple servers, Virtual Mobile Infrastructure balances the load between servers
to achieve maximum efficiency.

Trend Micro Virtual Mobile Infrastructure also supports high availability for
Management Server and Secutre Access.

Single Server Installation Model

The Single Server Installation Model is the deployment of only one Virtual Mobile
Infrastructure Server and Secure Access.
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ﬁ Note

Trend Micro strongly recommends deploying Secure Access in your environment to enable
mobile clients to access Virtual Mobile Infrastructute Server via Internet. See Why Use
Secure Access on page 1-8 for more information.

| DMZ | Intranet

Firewall/NAT

ol®
TMVMI

Mobile Clients Sears Avess

FIGURE 1-1. Trend Micro Virtual Mobile Infrastructure Single Server Installation
Model

Multiple Server Installation Model

The Multiple Server Installation Model is the deployment of more than one Virtual
Mobile Infrastructure Server and Secure Access.
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‘ DMZ | Intranet

N

HTTPS/8443

Firewall/NAT

Mobile Clients Secure Access VMI Server

FIGURE 1-2. Trend Micro Virtual Mobile Infrastructure Multiple Server Installation
Model

Virtual Mobile Infrastructure High Availability

Virtual Mobile Infrastructure enables you to configure High Availability (HA) to ensure
the uninterrupted service to the users. For high availability deployment, install at least
four servers: two Management Nodes, and two Compute Nodes, with all of these
servers run in active-active mode. In this setup, both Management Servers provide
management features, and host user workspaces, and access the same database. If one
server goes down or disconnects from the network for any reason, the other server(s)
can still be accessible and work as normal.

Note

Trend Micro recommends configuring an external database for data safety.
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| DMZ

Firewall/NAT

Mobile Clients Secure Access VMI Server

Network Storage Database

FIGURE 1-3. Trend Micro Virtual Mobile Infrastructure High Availability architecture

Components of Virtual Mobile Infrastructure

The Virtual Mobile Infrastructure system includes the following components:

TABLE 1-4. Virtual Mobile Infrastructure Components

REQUIRED OR

COMPONENT DESCRIPTION
OPTIONAL

Virtual Mobile The Virtual Mobile Infrastructure server Required
Infrastructure Server contains management node and compute
node.

«  Management node provides
management console for administrator
and web service for user logon, logoff
and connection to users's workspace.

Compute node hosts workspaces.
Each workspace runs as a Virtual
Mobile Infrastructure instance.

Virtual Mobile The mobile client application is installed on | Required
Infrastructure Mobile the mobile devices. The client application
Client Application connects with the Virtual Mobile
Infrastructure server to allow users to use
their workspaces hosted on the server.
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REQUIRED OR

COMPONENT DESCRIPTION
OPTIONAL

Secure Access The Virtual Mobile Infrastructure Secure Strongly
Access enables mobile clients to access recommended
Virtual Mobile Infrastructure server via
Internet. See Why Use Secure Access on
page 1-8 for more information.

Active Directory The Virtual Mobile Infrastructure server Optional
imports groups and users from Active
Directory.

External Database External Database provides scalable data Optional
storage for user data. By default, Virtual
Mobile Infrastructure server maintains a
database on its local hard drive. However, if
you want to store the data on an external
location, then you will need to configure
External Database.

External Storage Using this option will enable you to store the | Optional
user data in an external storage.

Why Use Secure Access

Virtual Mobile Infrastructure Secure Access enables mobile device clients to securely
access the Virtual Mobile Infrastructure server via the Internet. If you do not want to
expose the Virtual Mobile Infrastructure Server on the Internet, not even in the DMZ,
you will need to install Secure Access. If required, you can install multiple Secure Access
through an 1.4 switch for load balancing.

The following are the advantages of using Secure Access:

+  If using Secure Access, you only need to open one IP Address and one port
number for mobile clients. The Secure Access receives a mobile device client
enrollment request through HTTPS, and relays it to the Virtual Mobile
Infrastructure server.

. Secure Access and Virtual Mobile Infrastructure server use a firewall for outbound

network connections to ensure security.
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Secure Access can be deployed in a DMZ or an Intranet, using single or two network
cards:

*  You need only one network card, if you configure the Internet mobile devices and
Secure Access in different networks.

. You need two network cards, if you configure the Internet mobile devices and
Secure Access in the same network, in bridge mode. That is, one network card
provides connection between the mobile device clients and Secure Access, while
the other network card connects Secure Access with the Virtual Mobile
Infrastructure servet.
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Chapter 2

Installing on Bare Metal Servers

This chapter provides the information that you will need to install Trend Micro Virtual
Mobile Infrastructure.

This chapter contains the following sections:

o Installing Virtual Mobile Infrastructure Server on a Bare Metal Server on page 2-2

Installing V'irtual Mobile Infrastructure Secure Access on a Bare Metal Server on page 2-13
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Installing Virtual Mobile Infrastructure Server
on a Bare Metal Server

Any existing data or partitions are removed during the installation process. Back up any
existing data on the system (if any) before installing Virtual Mobile Infrastructure.

¢y Important

If you are installing the first server, make sure to configure it as Management Node or
Management and Compute Node during installation.

Procedure

1. Power on the Bare Metal server where you want to install Virtual Mobile
Infrastructure.

2. Insert the installation DVD into the DVD drive, and reboot the servet.

The Virtual Mobile Infrastructure installation menu appears.

Uirtual Mobile Infrastructure 6.8. Installat ion

1. Install Uirtual Mobile Infrastructure Server
2.Systen Recover:

3.Exit Installation

Install Uirtual Mobile Infrastructure Server — On a physical computer or
on a supported virtual server platform.

3. Select Install Virtual Mobile Infrastructure Server and press Enter.
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On continuing with the installation, the setup starts loading the installation image
file. After it completes, Trend Micro License Agreement screen appears.

1 Licensing Info |

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERUICES
BY BUSINESS AND DTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS
AND CONDITIONS

Trend Micro License Agreement
Trial and Paid Use License - Enterprise and SMB Software and Services

Date: September 2813

English/Multi-country

ik, Scope. This Agreement applies to all Trend Micro

sof tware (“"Software"), services sold as standalone products
("Standalone Services") and service components of Software (“Service
Components") sold to small and medium business ("SMB") and large

Proceed to confirm

4.  Press Tab to select Proceed to Confirm, and press Enter.
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A page appears where you can accept the license agreement.

|1 Licensing Info |

Confirm to install Uirtual Mobile Infrastructure 6.8.

5. Press Tab to select Accept, and press Enter to continue.
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The installation begins. The installation process may take about 10 minutes or more
to complete. Once the installation process completes, the system reboots to allow
configuration and displays the following screen.

TMUMI release 6.8.1283
Kernel 3.18.58 on an xB6_64

localhost login: _

6.  Use username (localhost login) admin, and default password admin to log in.

TMUMI release 6.8.1283
Kernel 3.18.58 on an xB6_64

localhost login: admin
Password :

wxxxmxxxxblarning? Authorized administrators only.sssseseees
- ALERT! You are entering into a secured areat

% Your IP, Login Time, Username has been noted and has
=been sent to the server administrator!

% This service is restricted to authorized users only.
#All activities on this system are logged.

% Unauthorized access will be fully investigated and
xreported to the appropriate law enforcement agencies.

= TrendMicro TMUMI *

= WARNING: Authorised Access Only *

Welcome to THUMI CLI. it is Thu Sep 6 @2:33:41 UTC 2818
>
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7. Type enable, and the default password admin to enter the privilege mode and
start the configuration steps.

8. If you need help during configuration, type configure init help and press
Enter to check the configuration help.

installation, please execute following command to configure your system:
1 set root and admin account password, type command:
conf igure init password
Z. To setup network, tuype command:
conf igure init network static IP_addressssubnet_mask_bits gateway_address
DNS1 [DNSZ1
For example:
configure init network static 18.286.139.2,24 18.286.139.254 18.64.1.54
Dr type:
conf igure init network dhcp
to get a dynamic IFP address.
3. UMI support 3 deploy mode, “"Management and Compute node”, “Compute node", "Ma
nagement node”.
To setup "Management and Compute node", type command:
conf igure init server 1 new
To setup ompute node"”, type command:
conf igure init server 2 umi 18.21.22.1
To setup timezone, type command:
conf igure init timezone
Timezone example, “AsiarsShanghai".
To setup hostname, type command:
conf igure init hostname
To setup keyboard type, type command:
conf igure init keymap

9. Type configure init password, to configure password for root account and
admin account.

# configure init password
Passwords must be at least six (6) characters in length, and contain:
a minimum of 1 lower case letter and
a minimum of 1 upper case letter and
a minimum of 1 numeric character and
a minimum of 1 special character

Type the root password:

Confirm the root password:

Changing password for user root.

New password: Retype new password: passwd: all authentication tokens updated suc
cessfully.

Passwords must be at least six (6) characters in length, and contain:
a minimum of 1 lower case letter and
a minimum of 1 upper case letter and
a minimum of 1 numeric character and
a minimum of 1 special character

Type the admin and tmumi password:
Confirm the admin and tmumi password:
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10. Type one of the following to configure IP address for Virtual Mobile Infrastructure
server:

. For static IP address: configure init network <static> <IP
address/subnet mask bits> <gateway address> <DNS1>
[DNS2]

. For dynamic IP address: configure init network dhcp

For example, configure init network static 10.206.139.48/22
10.206.139.254 10.64.1.54.

ﬁ Note

In multiple server setup, Trend Micro does not recommend using dhcp for the first
Virtual Mobile Infrastructure server. This is because the other servers need to
connect to the first Virtual Mobile Infrastructure server through an IP address.
Therefore, the dynamic IP address may change later, and will cause multiple servers
to work abnormally.

11. Do one of the following:
«  Set up single server

+  Setup single server with a new database. See Table 2-1: Setting Up Single
Server with New Database on page 2-8 for the procedure.

+  Setup single server and use an already installed database. See Table 2-2:
Setting Up Single Server and Configuring Existing Database on page 2-8 for
the procedure.

*  Setup multiple servers

+  Setup multiple servers with a new database. See Table 2-3: Setting Up
Multiple Servers with New Database on page 2-9 for the procedure.

+  Setup multiple servers and use an already installed database. See
Table 2-4: Setting Up Multiple Servers and Confignring Existing Database on page
2-10 for the procedure.
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TABLE 2-1. Setting Up Single Server with New Database

To set up a single server with a
new database, install a
Management and Compute
Node.

To install a Management and Compute
Node:

Type configure init server 1 new.

TABLE 2-2. Setting Up Single Server and Configuring Existing Database

To set up a single server only,
and configure an existing
external database, install a
Management and Compute
Node, and then configure the
existing database information.

ﬁ Note

Before you install a
virtual machine, you
must create an account
for Virtual Mobile
Infrastructure on your
external database, and
make sure that the
database user account
can access the
database. For example,
the database name may
look like: vmidb.

When you create the
database, such as,
vmidb, set the character
as "UTF-8", and grant all
privileges to the user.
For example, mysql can
use the command GRANT
ALL ON vmi db.* TO
'vmi_user'@'s'
IDENTIFIED BY
'passowrd’';.

To install a Management and Compute
Node, and add an external database
information:

a.

Type configure init server 1 db
<db ip address> <db name> <db
username> [db port] <db type>, and
then press Enter.

ﬁ Note

db type can be "mysql" or
"oracle".

For example, configure init server
1 db 10.206.139.20 vmidb tmvmi
3306 mysqgl.

Type the password for the database you
want to use for Virtual Mobile
Infrastructure when prompted.
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TABLE 2-3. Setting Up Multiple Servers with New Database

To setup multiple servers
and a new database,
install at least two Virtual
Mobile Infrastructure
servers.

ﬁ Note

When installing
multiple servers,
the first server
must be a
Management and
Compute Node or
a Management
Node.

ﬁ Note

If you install
multiple servers,
make sure that the
first server is
already
configured, and
then configure the
other servers.
Otherwise, the
data in the
dabatabase may
gets corrupted.

If you meet
problems while
configuring
multiple servers,
contact Trend
Micro technical
support.

a.

Do one of the following to install the first server:

To install the first server as Management and
Compute Node:

Type configure init server 1 new.
To install first server as Management Node:
+ Type configure init server 3 new.

Follow step 12 on page 2-11 to step 15 on page
2-13 of this topic (configuring timezone,
hostname, keyboard), and finish first server
installation.

Configure external storage. See Configuring
External Storage on page 7-11 for the procedure.

Do one of the following to install subsequent
servers:

+  Toinstall subsequent server as Management
and Compute Node:

+  Type configure init server 1 vmi
<first server's IP address>.

To install subsequent server as Compute
Node:

Type configure init server 2 vmi
<first server's IP address>.

To install subsequent server as Management
Node:

Type configure init server 3 vmi
<first server's IP address>.

Repeat step 9 on page 2-6 (configuring password),
step 10 on page 2-7 (configuring network) and then
steps a on page 2-9 to ¢ on page 2-9 of this
procedure to install more servers, if required.
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TABLE 2-4. Setting Up Multiple Servers and Configuring Existing Database

To setup a multiple
server, and
configure an
existing external
database, you need
to install at least
two Virtual Mobile
Infrastructure
servers.

~ Important

“* See the
Notes
following this
table.

a. Do one of the following to install the first server.
- Toinstall as Management and Compute Node:

Type, configure init server 1 db <db ip
address> <db name> <db username> [db port]
<db type>, press Enter, and then type the
database password when prompted.

For example, configure init server 3 db
10.206.139.20 vmidb tmvmi 3306 mysqgl.

- Toinstall as Management Node:

Type configure init server 3 db <db ip
address> <db name> <db username> [db port]
<db type> , press Enter, and then type the
database password when prompted.

For example, configure init server 1 db
10.206.139.20 vmidb tmvmi 3306 mysqgl.

b. Follow step 12 on page 2-11 to step 15 on page 2-13
of this topic (configuring timezone, hostname, keyboard),
and finish first server installation.

c. Configure external storage. See Configuring External
Storage on page 7-11 for the procedure.

d. Do one of the following to install subsequent servers:
- Toinstall as Management and Compute Node:

Type configure init server 1 vmi <first
server's IP address>.

- Toinstall subsequent server as Compute Node:

Type configure init server 2 vmi <first
server's IP address>.

- Toinstall as Management Node:

Type configure init server 3 vmi <first
server's IP address>.

Note

To install subsequent servers, you do not need
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ﬁ’ Note

Before you install a virtual machine, you must create a database for Virtual Mobile
Infrastructure on your external database, and make sure that the database user
account can access the database you have just created.

For example, the database name may look like: “vmidb”.

When you create viidb database, set character as "UTF-8", and grant all privileges
to the user. For example, mysql can use the command "GRANT ALL ON vmi_db.*
TO 'vmi user'@'$' IDENTIFIED BY 'passowrd'; "

ﬁ Note

If you install multiple servers, make sure that the first server is already configured,
and then configure the other servers. Otherwise, the data in the dabatabase may gets
corrupted.

If you meet problems while configuring multiple servers, contact Trend Micro
technical support.

12. Type configure init timezone to configure timezone, and type your
timezone; for example, America/Los_Angeles.

# configure init timezone
Current timezone is:
Local time: Thu ZB818-12-27 17:88:44 CST
Universal time: Thu 2818-12-27 #9:88:44 UTC
RTC time: Thu ZH18-12-27 B9:88:44
Time zone: AsiasShanghai (CST, +B8888)

NTP enabled: yes
NTP synchronized: yes
RTC in local TZ: no
DST active: nra
Please input new timezone wame, empty for help: AmericarsLos_Angeles
Set timezone to: fimericarsLos_fAngeles ok

13. To change the default hostname (localhost), type configure init hostname
<host name>. For example, configure init hostname vmi.
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# configure init hostname umi
After set, new hostname is: wmi

#

14. To change the default keyboard type (US), type configure init keymap, and
enter the type you want to set. For example, Jp.
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# conf igure init keymap
Current keymap is:
System Locale: LANG=en_US.UTF-8
UC Keymap: jp
X11 Layout: nsa

Please input new keymap name, empty for help: jp
Set keymap to: jp ok
#

15. Type reboot to restart your system for the configurations to take effect.

Installing Virtual Mobile Infrastructure Secure
Access on a Bare Metal Server

Any existing data or partitions are removed during the installation process. Back up any
existing data on the system (if any) before installing Secure Access.

Procedure

1. Power on the Bare Metal server where you want to install Virtual Mobile
Infrastructure Secure Access.

2. Insert the installation DVD into the DVD drive, and teboot the servet.

The Secure Access installation menu appears.
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UMI Secure Access 6.8. Installation

1. Install Trend Micro UMI Secure Access
2.5ysten Recouery
3.Exit Installation

Install Trend Micro Uirtual Mobile Infrastructure Secure Access — On a
physical computer or on a supported virtual server platforn.

3. Sclect Install Secure Access and press Enter.
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On continuing with the installation, the setup starts loading the installation image
file. After it completes, Trend Micro License Agreement screen appears.

1 Licensing Info |

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERVICES
BY BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS
AND CONDITIONS

Trend Micro License Agreement
Trial and Paid Use License - Enterprise and SMB Software and Services

Date: September 2813

English/Multi-country

i, Scope. This Agreement applies to all Trend Micro
software (“Software"), services sold as standalone products
("Standalone Services™) and service components of Software (“Service
Components") sold to small and medium business ("SMB") and large

Proceed to confirm

4.  Press Tab to select Proceed to Confirm, and press Enter.
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A page appears where you can accept the license agreement.

] Licensing Info |

Confirm to install UMI Secure Access 6.8.

5. Press Tab to select Accept, and press Enter to continue.
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The installation begins. The installation process may take about 10 minutes or more
to complete. Once the installation process completes, the system reboots to allow
configuration and displays the following screen.

THMISA release 6.8.29
Kernel 3.18.8-862.11.6.e17.x86_64 on an xB6_64

localhost login:

Use username (localhost login) admin, and default password admin to log in.

Type enable, and the default password admin to enter the privilege mode and
start the configuration steps.

If you need help during configuration, type configure init help and press
Enter to check the configuration help.
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# configure init help
After installation, please execute following command to configure your system:
1. To set root and admin account password, type command:
conf igure init password
2. To setup network, type command:
configure init network static IP_address/subnet_mask_bits gateway_address DNS1 [DNSZ1
For example:
conf igure init network static 10.286.139.2-24 19.286.139.254 18.64.1.54
Or type:
conf igure init network dhcp
to get a dynamic IP address.
. To setup UMI Secure Access server, type command:
conf igure init server 18.21.22.1
. To setup timezone, type command:
conf igure init timezone
Timezone example, “AsiasShanghai.
. To setup hostname, type command:
conf igure init hostname
. To setup keyboard type, type command:
conf igure init keymap

9. Type configure init password, to configure password for root account and
admin account.

# configure init password
Passwords must be at least six (6) characters in length, and contain:
minimum of 1 lower case letter and
minimum of 1 upper case letter and
minimum of 1 numeric character and
minimum of 1 special character

Type the root password:

Confirm the root password:

Changing password for user root.

New password: Retype new password: passwd: all authentication tokens updated successfully.

Passwords must be at least six (6) characters in length, and contain:
minimum of 1 lower case letter and
minimum of 1 upper case letter and
minimum of 1 numeric character and
minimum of 1 special character

Type the admin and tmumi password:

Confirm the admin and tmumi password:

Changing password for user tmomi.

New password: Retype new password: passwd: all authentication tokens updated successfully.

Finish setup password.
4

10. Type one of the following to configure IP address for Virtual Mobile Infrastructure
server:
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. For static IP address: configure init network <static> <IP
address/subnet mask bits> <gateway address> <DNS1>
[DNS2]

+  For dynamic IP address: configure init network dhcp

For example, configure init network static 10.206.139.48/22
10.206.139.254 10.64.1.54.

_ﬁ Note

Trend Micro does not recommend using dynamic IP address (dhcp) for Secure
Access. This is because the client mobile devices need to connect to the Virtual
Mobile Infrastructure server through an IP address. Therefore, the dynamic IP
address may change later, and will disconnect the communication between servers
and client mobile devices.

# conf igure init network static 10.206.139.49-2Z 10.2086.139.254 18.64.1.54

Connection ‘eth®’ (f62968Bc-1a25-498b-8922-c3dZeabdecBd) successfully deleted.

Connection ‘ethB’ (beJaeZc3-316f-44aB-afff-cB58d261fd1f) successfully added.

Try bring up ethd
nnection successfully activated (D-Bus active path: sorg.freedesktop NetworkManager/ActiveConnecti
15)

Finish set ethB to static mode

Note: Forwarding regquest to 'systemctl enable sshd.service’.
Restarting network (via systemctl): [
Redirecting to /binssystemctl restart sshd.service

"

11. Type configure init server <VMI server IP address> to binda

Virtual Mobile Infrastructure server to this Secure Access.
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# configure init server 18.286.139.48
umi_sru_addr="10.206.139.48"
protocol="https”

port='443’

Restarting vmigateway (via systemctl):
success set master UMI manager server IP:18.2086.139.48
3

12. Type configure init timezone to configure timezone, and type your
timezone; for example, America/Los_Angeles.

# configure init timezone
Current timezone is:
Local time: Thu 2818-12-27 17:88:44 CST
Universal time: Thu 2818-12-27 #9:88:44 UTC

RTC time: Thu ZB18-12-27 B9:88:44
Time zone: AsiasShanghai (CST, +B8888)

NTP enabled: yes
NTP synchronized: yes
RTC in local TZ: no
DST active: nra
Please input new timezone wame, empty for help: AmericarsLos_Angeles
Set timezone to: America-Los_fingeles ok

13. To change the default hostname (localhost), type configure init hostname
<host name>. For example, configure init hostname vmi.
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# configure init hostname umi
After set, new hostname is: wmi

#

14. To change the default keyboard type (US), type configure init keymap, and
enter the type you want to set. For example, Jp.
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# conf igure init keymap
Current keymap is:
System Locale: LANG=en_US.UTF-8
UC Keymap: jp
X11 Layout: nsa

Please input new keymap name, empty for help:
Set keymap to: jp ok
#

15. Type reboot to restart your system for the configurations to take effect.
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Chapter 3

Installing on VMware vSphere ESXi
Hypervisor

This chapter provides the information that you will need to create and configure a

virtual machine on VMware VSphere ESXi Hypervisor and install Trend Micro Virtual
Mobile Infrastructure.

This chapter contains the following sections:

. Installing V'irtual Mobile Infrastructure Server on page 3-2

Installing V'irtual Mobile Infrastructure Secure Access on page 3-14
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Installing Virtual Mobile Infrastructure Server

Installing Virtual Mobile Infrastructure on VMware vSphere ESXi Hypervisor involves
the following steps:

1. Creating a virtual machine (See Step 7: Creating a 1irtual Machine on page 3-2).

2. Installing Virtual Mobile Infrastructure (See Step 2: Installing 1 irtnal Mobile
Infrastructure on V"Mware ESXi on page 3-13).

Step 1: Creating a Virtual Machine

Procedure

1. Copy the iso image setup file on the ESXi server hard drive, or any other location
that can be accessed from the computer where ESXi server is installed.

2.  Start VMware vSphere Client.
3. Click File > New > Virtual Machine from the menu.

The Create New Virtual Machine screen appeats.

4.  Select Typical and click Next.
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Create New Virtual Machin al=l

Configuration Virtual Machine Version: 8
Select the configuration for the virtual machine

Configuration

—Configuration
Name and Location o~ o
Storage + Typical
Guest Operating System Create a new virtual machine with the most common devices and configuration options.
Network
Create a Disk  Custom

Ready to Complete Create a virtual machine with additional devices or spedific configuration options.

Help | < Back | Next = I Cancel

[s

FIGURE 3-1. Select Configuration

The Name and Location screen appears.

Type a name for the virtual machine, and click Next.




Virtual Mobile Infrastructure 6.0 Installation and Deployment Guide

L . ————— |

Name and Location Virtual Machine Version: 8
Specify a name and location for this virtual machine

Confiquration Mame:

MName and Location

Resource Poal

Storage Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
wCenter Server VM folder,

Virtual Mobile Infrastructure Server

Guest Operating System
Network WM folders are not viewable when connected directly to a host. To view ¥M folders and specify a location
Creste ;i Disk for this VM, connect to the vCenter Server.

al 3

Ready to Complete

Help | < Back | Mext = I Cancel

! 4

FIGURE 3-2. Type a name for the new virtual machine

The Resource Pool screen appears.

ﬁ Note

The Resource Pool screen will not appear if you had selected a resource pool on the
left resource tree, instead of the root computer. Skip s#¢p 6 on page 3-4 and proceed
to step 7 on page 3-5 to configure the Storage screen.

6.  Sclect the resource pool in which you want to run this virtual machine and click
Next.
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T s s ——— ]

Resource Pool Virtual Machine Version: 8
Within which resource pool do you want to run this virtual machine?

Confiquration
Name and Location
Resource Pool Rezource pools allow hierarchical management of computing resources within a host or duster. Virtual
machines and child pools share the resources of their parent poal.

Select the resource pool within which you wish to run this virtual machine.

Storage
Guest Operating System = =
Network =R -
Create a Disk =]
Ready to Complete & w
@ ——
°
@ JE—

Help | < Back | Mext = I Cancel

.

FIGURE 3-3. Select a resource pool

The Storage screen appears.

7.  Select the disk storage for the virtual machine files and click Next.
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e . — ————— ]

Storage
Select a destination sterage for the virtual machine files

Virtual Machine Version: 8

Configuration Select a destination storage for the virtual machine files:

Name and Location —— - — - - - —
G Bt Name | Drive Type | Capacity | Provisioned | Free | Type Thin Prov
Storage 2000G Non-550 1.82TB 117 TB 1.07TE VMFS5 Support
Guest Operating System |:@ datastorel Non-550 1L09TB 133 TB 186.71 GB VMFS5 Supporte
Network

Create a Disk
Ready to Complete

4 | m |

Name | Drive Type | Capadity | Provisioned | Free | Type Thin Provi

4| T |

Help | < Back | Mext = I Cancel
4 A
FIGURE 3-4. Select a storage to install Virtual Mobile Infrastructure Server

The Guest Operating System screen appeats.

Select Linux and choose Other Linux (64-bit) from the drop-down and click
Next.
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D e e S ——— |

Guest Operating System Virtual Machine Version: 8
Specify the guest operating system to use with this virtual machine

Confiquration

Mame and Location LAt EDE bl Syt
Resource Pool " Windows
Storage e
Guest Operating System LA
Network  other
Create a Disk
Ready to Complete Ll
x

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Help < Back | Next > I Cancel

8

FIGURE 3-5. Select the guest operating system

The Network screen appears.
9.  Select one NIC and specify the following settings:

TABLE 3-1. Network Settings for Virtual Mobile Infrastructure

CONNECT AT

NAME NETWORK ADAPTER
POWER ON

NIC 1 VM Network E1000 Enabled
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Network Virtual Machine Version: &
Which network connections will be used by the virtual machine?

Configuration Create Network Connections
Mame and Location

Storage How many MNICs do you want to connect? 1 -
Guest Operating System

Network x (.“l.;:mnecgJ at
Create a Disk B Adapter awer On

Ready to Complete
' NIC 1: |VM Network =| |E1000 B

If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for moreinformation on choosing amaeng the network adapters
supportedforvarious guestoperating systems and hosts.

Help | < Back | Next > I Cancel

.

FIGURE 3-6. Create network connections
10. Click Next.
The Create a Disk screen appeats.
11.  On the Create a Disk screen, do the following:
a.  Select at least 50-GB of virtual disk space for Virtual Mobile Infrastructure.

b.  Select Thick Provision Lazy Zeroed

c.  Click Next.
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D . s S ———

Create a Disk
Specify the virtual disk size and provisioning pelicy

Virtual Machine Version: 8

Confiquration Datastore: datastore 1
Name and Location

Resource Pool .
YR Available space (GB): ] 186.7
Storage o ()
Guest Operating System 2 e =
Virtual disk size: ! a i ]
Network = 1

Create a Disk

+ Thick Provision Lazy Zeroed
Ready to Complete

¢~ Thick Provision Eager Zeroed
" Thin Provision

Help | < Back | Mext = I Cancel
s é 4
FIGURE 3-7. Specify Hard Disk Space

The Ready to Complete screen appears.

12.  Sclect Edit the virtual machine settings before completion and click
Continue.
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Ready to Complete Virtual Machine Yersion: 8
Click Finish to start a task that will create the new virtual machine

Configuration

Settings for the new virtual machine:
Mame and Location

Storage Name: Virtual Mobile Infrastrucure
mperaﬁng System Host/Cluster localhost
Metwaork Resource Pool: Temp Environment
Create a Disk Datastore: 2000G
Ready to Complete Guest0s: Other 2.6 Linux {64-bit)
NICs: 1
NIC 1 Network: VM Netwark
NIC 1 Type: E1000
Disk provisioning: Thick Provision Lazy Zeroed
Virtual Disk Size: 50 GB

¥ Edit the virtual machine settings before completion

/&, Creation of the virtual machine (VM) does notindude automatic installation of the guest operating
system. Install 2 guest OS on the VM after creating the VM.

Help | < Back | Continue I Cancel

W

FIGURE 3-8. Ready to Complete

The Virtual Machine Properties screen appears.
13.  On the Hardware tab, do the following:
a.  Select Memory (adding)

Memory Configuration appears in the right pane.

b.  In the Memory Size field, select at least 8-GB.
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@ Virtual Mobile Infrastructure Server - Virtual Machine Properties — [m| X
Hardware lOpﬁons ] Resources ] Profiles ]
Memory Configuration
I show All Devices Add... 4
1011 GB Memory Size: ’ﬁ GB >
Hardware Summary 512 GB H
Maximum recommended for this
M Memory (adding) B | seepl] 9 ouestos: mites.
[d cPus (adding) 1 M P —
. aximum recommended for bes
l;' Video card (adding) Video card 128 G b} performance: 130975 MB.
S VML device {add"Tg} R‘?St"d:ed_ 64 GEH Default recommended for this
% Mew CD/DVD (adding) Client Device 4 guest OS: 334 MB.
é New Floppy (adding) Client Device 2 6B Minimum recommended for this
(© MNew SCSI Controller (add...  LSI Logic Parallel 16 cal <l guest OS: 32 MB.
B3 MNew NIC (adding) VM Network
= New Hard Disk (adding) Virtual Disk 8GB
4GB H
2GEH
1GBH
512 MBH
=
256 MBH
128 MBH
&4 MEH
32 MB
16 MEBH
5 MB H
4MBHY
Help Finish Cancel

Z

FIGURE 3-9. VM Properties - Memory Configuration
14. On the Hardware tab, select CPU (adding).

CPU settings appear in the right pane.
15. In the CPU settings, do the following:

+  In the Number of virtual sockets drop-down list, select 2.

«  In the Number of cores per socket drop-down list, select 4.
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@ v

Hardware lOpﬁons ] Resources ] Profiles ]

I Show All Devices

Add...

Number of virtual sockets:

Hardware Summary Number of cores per socket: 4 -
¥ mMemory (adding) 5192 MB
5 Total number of cores: 3

[d crus (adding) 8 |
I;| Video card (adding) Video card A ch - P : i

_ - - Changing the number of virtual CPUs after the guest
S VMCIdevice (adding} Restricted 05 is installed might make your virtual machine
@5 MNew CD/DVD (adding) Client Device unstable.
é Mew Floppy (adding) Client Device
@ Mew SCSI Controller (add...  LSI Logic Parallel The virtual CPU configuration specified on this page
BB MNew NIC (adding) VM Network might viclate the license of the guest 0OS.
& MNew Hard Disk (adding) Virtual Disk

Help

FIGURE 3-10. VM Properties - CPU Settings

Finish Cancel

16. On the Hardware tab, click New CD/DVD (adding).
The CD/DVD settings appeat in the right pane.
17. In the CD/DVD settings, do the following:

a.  Under Device Type section, select Datastore ISO File, and click Browse,
and then select the iso setup image file from the ESXi server hard drive.

b.  Under Device Status section, select Connect at power on.
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@ Virtual Mobilt Infrastructure Server - Virtual Machine Properties - O X

Hardware lOpﬁong ] Resources ] Virtual Machine Version: 8
Device Status

[ Show All Devices Add... Remave —

¥ Connect at power on

Hardware Summary

Bl Memory (edited) 8192 MB Device Type

A crus g ] )

g Video card Video card £ Client Device

= WVMCI device Restricted

@ SCSIcontroller 0 LSI Logic Parallel

2L, CD/DVD drive 1 (edited) [3000G] VMIISO/T.. |

& Harddisk1 Virtual Disk R,

& Floppy drive 1 Client Device

BB Network adapter1 WM Network | J

¥ Datastore ISO File

|[30006] vMIISO/T 3

Virtual Device Node
¢ |1DE (1:0) CO/OVD drive 1 |

Help oK Cancel

FIGURE 3-11. VM Properties - CD/DVD Settings

Z|

18. Click Finish to complete the VM configuration and close the window.

Step 2: Installing Virtual Mobile Infrastructure on VMware
ESXi

Procedure

1. Start VMware ESXi and power on the virtual machine that you created in S7egp 17:
Creating a Virtual Machine on page 3-2.
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2. Click the Console tab on the virtual machine.
The Virtual Mobile Infrastructure installation menu appears.

3. Follow step 3 on page 2-2 to step 16 on page 2-13 of the topic lnstalling Virtual Mobile
Infrastructure Server on a Bare Metal Server on page 2-2 to complete Virtual Mobile
Infrastructure installation.

Installing Virtual Mobile Infrastructure Secure
Access

Installing Secure Access on VMware vSphere ESXi Hypervisor involves the following
steps:

1. Creating a virtual machine (See S#ep 7: Creating a 1irtual Machine on page 3-14)

2. Installing Secure Access (See Step 2: Installing Virtual Mobile Infrastructure Secure Access
on VMware ESXi on page 3-25)

Step 1: Creating a Virtual Machine

Procedure

1. Copy the iso image setup file on the ESXi server hard drive, or any other location
that can be accessed from the computer where ESXi server is installed.

2.  Start VMware ESXi.
3. Click File > New > Virtual Machine from the menu.

The Create New Virtual Machine screen appeats.

4.  Select Typical and click Next.
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Create New Virtual Machin al=l

Configuration Virtual Machine Version: 8
Select the configuration for the virtual machine

Configuration

—Configuration
Name and Location o~ o
Storage + Typical
Guest Operating System Create a new virtual machine with the most common devices and configuration options.
Network
Create a Disk  Custom

Ready to Complete Create a virtual machine with additional devices or spedific configuration options.

Help | < Back | Next = I Cancel

[s

FIGURE 3-12. Select Configuration

The Name and Location screen appears.

Type a name for the virtual machine, and click Next.
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e

. ————— ]

Name and Location Virtual Machine Version: 8
Specify a name and location for this virtual machine

Confiquration Mame:

MName and Location

Resource Poal

Storage Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
wCenter Server VM folder,

Virtual Mobile Infrastructure Secure Access

Guest Operating System
Network VM folders are not viewable when connected directly to a host. To view VM folders and specify a location
s "i Disk for this YM, connect to the vCenter Server.

Ready to Complete

Help | < Back | Mext = I Cancel

! 4

FIGURE 3-13. The Resource Pool screen appears.

The Resource Pool screen appears.

ﬁ Note

The Resource Pool screen will not appear if you had selected a resource pool on the
left resource tree. Skip step 6 on page 3-16 and proceed to step 7 on page 3-17 to
configure the Storage screen.

6.  Sclect the resource pool in which you want to run this virtual machine and click
Next.
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Resource Pool Virtual Machine Version: 8
Within which resource pool do you want to run this virtual machine?

Confiquration
Name and Location
Resource Pool Rezource pools allow hierarchical management of computing resources within a host or duster. Virtual
machines and child pools share the resources of their parent poal.

Select the resource pool within which you wish to run this virtual machine.

Storage
Guest Operating System = =
Network =R -
Create a Disk =]
Ready to Complete & w
@ ——
°
@ JE—

Help | < Back | Mext = I Cancel

.

FIGURE 3-14. Select a resource pool

The Storage screen appears.

7.  Select the disk storage for the virtual machine files and click Next.
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. s S ——

]

Storage Virtual Machine Version: 8
Select a destination sterage for the virtual machine files
Configuration Select a destination storage for the virtual machine files:
Name and Location = T . T e e Free T TP
Resource Pool ame rive Type | apacity | Provisioned | ree | Type in Pro
Storage 20006 Non-55 182TB 11778 107TB VMFSS  Support
Guest Operating System |:@ datastorel Non-550 1L09TB 133 TB 186.71 GB VMFS5 Supporte
Network
Create a Disk
Ready to Complete
4 mn | b
Name | Drive Type | Capacity | Provisioned Free | Type Thin Provi
4 | mn | b
Help | < Back | Next = I Cancel
Z|
e

FIGURE 3-15. Select a storage to install Virtual Mobile Infrastructure Secure

Access

Select Linux and choose Other Linux (64-bit) from the drop-down and click
Next.
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Guest Operating System Virtual Machine Version: 8
Specify the guest operating system to use with this virtual machine

Confiquration

Mame and Location LAt EDE bl Syt
Resource Pool " Windows
Storage e
Guest Operating System LA
Network  other
Create a Disk
Ready to Complete Ll
x

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Help < Back | Next > I Cancel

8

FIGURE 3-16. Guest Operating System

The Network screen appears.
9.  Select one NIC, and specify the following settings:

TABLE 3-2. Network Settings for Secure Access

CONNECT AT

NAME NETWORK ADAPTER
POWER ON

NIC 1 VM Network E1000 Enabled
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Network Virtual Machine Version: &
Which network connections will be used by the virtual machine?

Configuration Create Network Connections

Mame and Location

Resource Pool How many NICs do you want to connect? 1 -
Storage

Guest Operating System
Network

Create a Disk
: y v
Ready to Complete MIC 1:JvM Netwark j |EIUUU j

Connect at
Network Adapter Power On

If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for moreinformation on choosing amaeng the network adapters
supportedforvarious guestoperating systems and hosts.

Help | < Back | Next > I Cancel

FIGURE 3-17. Create Network Connections
10. Click Next.
The Create a Disk screen appeats.
11.  On the Create a Disk screen, do the following:
a.  Select at least 30-GB of virtual disk space for Virtual Mobile Infrastructure.

b.  Select Thick Provision Lazy Zeroed.

c.  Click Next.
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Create a Disk
Specify the virtual disk size and provisioning pelicy

Virtual Machine Version: 8

Confiquration Datastore: datastore 1
Name and Location

Resource Pool .
YR Available space (GB): ] 186.7
Storage o ()
Guest Operating System 2 e =
Virtual disk size: ! a i ]
Network il 1

Create a Disk

+ Thick Provision Lazy Zeroed
Ready to Complete

¢~ Thick Provision Eager Zeroed
" Thin Provision

Help | < Back | Mext = I Cancel
s é‘
FIGURE 3-18. Specify Hard Disk Space

The Ready to Complete screen appears.

12. Sclect Edit the virtual machine settings before completion and click
Continue.
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T2 crete New Vit Vchi S o -t o

Ready to Complete Virtual Machine Version: 8
Click Finish to start a task that will create the new virtual machine

m”":ﬂ ] Settings for the new virtual machine:
SR Name: Virtual Mobile Infrastructure Secure Acmess
Resource Pool
Host/Cluster: localhast.
Storage
Guest Operating System Resource Pool: Temp Environment
Network Datastore: datastorel
Create a Disk Guest 05: Other Linux (64-bit)
Ready to Complete NICs: i
NIC 1 Network: VM Network
Disk provisioning: Thick Prowvision Lazy Zeroed
Virtual Disk Size: 30GB

W Edit the virtual machine settings before completion

/&, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.

Help | < Back | Continue I Cancel

5 a

FIGURE 3-19. Ready to Complete

The Virtual Machine Properties screen appears.
13.  On the Hardware tab, do the following:
a.  Select Memory (adding).

Memory Configuration appears in the right pane.

b.  In the Memory Size ficld, select at least 4-GB.
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14.

15.

r 1 al
(4 Virtual Mobile Infrastructure Secure Access - Virtual Machine Properties o= = l#
Hardware | Options | Resources |
- Memory Configuration
Show Al Devices Add... - I
1011 6B Memory Size: I_'“j ’E
Hardware Summary 512684 _
. { 4096 MB | @ Ma}:wt\énsnlregommmded for this
== """"-'--‘-_H- 256ce guest OS: 1011 GB.
Id CPUs (adding) 1
. Maxgmum recommended for best
Q Video card (adding) Video card 126 GB H 4 pecformance: 65492 MB.
S VHC device (adding) E —— &4 GB|-a Defauit recommended for this
By Mew CD/DVD (adding) Chent Device 4 guest0S: 334 M8,
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FIGURE 3-20. VM Properties - Memory Configuration
On the Hardware tab, select CPU (adding).

CPU settings appear in the right pane.

In the CPU settings, do the following:

. In the Number of virtual sockets drop-down list, select 2.

. In the Number of cores per socket drop-down list, select 2.
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16.

17.

7 e— N
(& Virtual Mobile Infrastructure Secure Access - Virtual Machine Properties == &

Hardware |0gum5i F[eso(:ces-l- .

™ show &l Devices Add... I Mumber of virtual sockets: |2 ~|

Hardware Summary Number of cores per socket: I2 _v_]
M Memory (adding) 4096 MB

Ln- CPUs (adding) R ] Total number of cores: 4
Q-- Video card-iadd'mg} Video card

/1y Changing the number of virtual CPUs after the guest

= VMCIdevice (adding) Restricted O3S i iagtaled viichit nie yoi virtid Exachinie

By MNew CD/DVD (adding) Client Device unstable,

& New Floppy (adding) Chient Device

@ MNew SCSI Controller (add...  LSI Logic Parallel The virtual CPU configuration spedfied on this page
B New NIC (adding) VM Network might viclate the license of the guest 05,

= MNew Hard Disk (adding) Virtual Disk

Help Finish Cancel

FIGURE 3-21. VM Properties - CPU Settings

On the Hardware tab, click New CD/DVD (adding).
The CD/DVD settings appeat in the right pane.

In the CD/DVD settings, do the following:

a.  Under Device Type section, select Datastore ISO File, and click Browse,
and then select the iso setup image file from the ESXi server hard drive.

b.  Under Device Status section, select Connect at power on.
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[d cCPus (adding) 4 -
[ videocard (adding) video card Client Device
& VMO device (adding) Restricted
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FIGURE 3-22. VM Properties - CD/DVD Settings

18. Click Finish to complete the VM configuration and close the window.

Step 2: Installing Virtual Mobile Infrastructure Secure
Access on VMware ESXi

Procedure

1. Start VMware ESXi and power on the virtual machine that you created in S7gp 7:
Creating a Virtual Machine on page 3-14.
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2. Click the Console tab on the virtual machine.
The Secure Access installation menu appears.

3. Follow step 3 on page 2-14 to step 15 on page 2-22 of the topic Installing Virtual Mobile
Infrastructure Secure Access on a Bare Metal Server on page 2-13 to complete Secure
Access installation.




@y Renn

Chapter 4

Installing on VMware Workstation

This chapter provides the information that you will need to create and configure a
virtual machine on VMware Workstation and install Trend Micro Virtual Mobile
Infrastructure.

This chapter contains the following sections:

. Installing V'irtual Mobile Infrastructure Server on page 4-2

Installing Virtual Mobile Infrastructure Secure Access on page 4-9
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Installing Virtual Mobile Infrastructure Server

Installing Virtual Mobile Infrastructure on VMware Workstation involves the following
steps:

1. Creating a virtual machine (See S#ep 7: Creating a 1irtual Machine on page 4-2)

2. Installing Virtual Mobile Infrastructure (See Step 2: Installing 1 irtnal Mobile
Infrastructure on V'"Mware Workstation on page 4-9)

Step 1: Creating a Virtual Machine

Procedure

1. Copy the iso image setup file on the VM Workstation hard drive, or any other
location that can be accessed from the computer where VM Workstation is
installed.

2.  Start VMware Workstation.
3. Click File > New > Virtual Machine from the menu.
The New Virtual Machine Wizard screen appears.
4. Sclect Custom (Advanced) and click Next.
The Choose the Virtual Machine Hardware Compatibility screen appears.

5. Select an appropriate option from the Hardware compatibility drop-down list.

Note

This document uses Workstation 12.5.9 hardware compatibility.

The Guest Operating System Installation screen appears.

6. Select I will install the operating system later, and click Next.

The Select a Guest Operating System screen appears.
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7.  On the Select a Guest Operating System screen, configure the following
settings:

a.  Guest operating system: Linux

b.  Version: Other Linux 2.6.x kernel 64-bit

New Virtual Machine Wizard ==

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(™) Microsoft Windows
@ Linux

) Novell NetWware

~ Solaris

() VMware ESX

() Other

Version

Other Linux 2.6.x kernel 64-hit -

<Back | [ Mext> | [ Cancel

FIGURE 4-1. Select a guest operating system

8. Click Next.

The Name the Virtual Machine screen appeats.

9. Type a name for the virtual machine, and click Next.
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10.

11.

12.

13.

14.

15.

16.

17.

The Processor Configuration screen appears.

Under the Processor section, do the following:

+  In the Number of processors drop-down list, select 2.

«  In the Number of cores per processor drop-down list, select 4.
Click Next.

The Memory for the Virtual Machine screen appears.

In the Memory for the virtual machine field, select at least 8-GB, and click
Next.

The Network Type screen appears.
Select Use bridged networking, and click Next.
The Select I/O Controller Types scteen appeats.

From the SCSI Controller list, select the recommended type: LSI Logic, and click
Next.

The Select a Disk Type screen appears.

Select the recommended disk type: SCSI, and click Next.
The Select a Disk screen appears.

Select Create a new virtual disk and click Next.

The Specify Disk Capacity screen appears.

Do the following:

. Select 50-GB for the Maximum disk size.

+  Select Split virtual disk into multiple files.
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18.

19.

20.

21.

New Virtual Machine Wizard ==
specify Disk Capacity
How large do you want this disk to be?
Maximum disk size (G2): 50| =

Recommended size for Other Linux 2.6.x kernel 64-hit: 8 GB

|| Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data toit.

) Store virtual disk as a single file

@) Spiit virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

<Back || Next> || cancel |

FIGURE 4-2. Specify disk capacity

Click Next.

The Ready to Create Virtual Machine screen appears.
Click Customize Hardware.

The Hardware screen appears.

Click Add.

The Add Hardware Wizard appears displaying Hardware Type screen.

Select Network Adapter and click Next.
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The Network Adapter Type screen appears.
22. Configure the following:

+  Under Network Connection section, sclect Bridged Connected directly to
the physical network.

+  Under Device status section, select Connect at power on.

Hardware &
Device Summary i
Specify the amount of memory allocated to this virtual
% Memory 8GE machine, The memory size must be a multiple of 4M3,
[ Processors J'Add Hardware Wizard ] |- —
“y/New CD/DVD .| MB
ENetwork Adap Network Adapter Type
USE Controller What type of network adapter do you want to add?
'8' Sound Card
(E5iPrinter Network connection
| D _
SDispiay @ Bridged: Connected directly to the physical network mended memory
[ Replicate physical network connection state ng may)
S size.
") MAT: Used to share the host's IP address
"I Host-only: A private network shared with the host
emory

~) Custom: Specific virtual network:

VMnetD
mended minimum

Device status
| V] Connect at power on

[ < Back |[ Finish ][ Cancel

([ Cose ][ tep |

FIGURE 4-3. Configure network adapter type

23. Click Finish on the Network Adapter Type screen and then click Close on the
Hardware screen.

The Ready to Create Virtual Machine screen appears.
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24. Click Finish.

Library x

Home il My Computer (31 virtual Mobile Infrastruct...
Q Type here to search . .

= w8l My Computer [} Virtual Mobile Infrastructure Server
&
&

> Poveer on this virtual machine
{5} Edit virtual machine settings

&
J58] Virtual Mobsile Infrastructure Server] w Devices
2 Virtusl Mobile Infastrcture Secure Acess | | gaemory ace
B Shared WMs OProcesor: 8

(2 Hard Disk (SCS) 50 GB
*)CO/DVD (DE)  Using file \10.20.

= Floppy Auto detect

¥ Network Adapte... Bridged (Autom.

USE Controller  Present

@) Sound Card Auto detect

(hPrinter Present

SDisplay Auto detect
w Description

Type here to enter a description of this
virtual machine,

FIGURE 4-4. Virtual machines in VMware Workstation
The virtual machine you have just created appears in the left resource tree under
My Computer.

25. Skip this step if you are using Workstation 12.0. If you are using Workstation 10.0,
do the following:

a.  Open the .vimx configuration file for the virtual machine. The configuration
file exists in the folder where you have saved your virtual machine.

b.  Make sure the following key exists in the configuration file:
«  ethernetO.virtualDev = "e1000"

If they do not exist, or have the wrong values, add the keys at the bottom of
the file or update their values to the correct ones.

26. In the left resource tree, right-click the virtual machine you have just created, and
click Settings.

The Virtual Machine Settings screen appears.
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27. On the Hardware tab, click CD/DVD (IDE).
The CD/DVD settings appear on the right pane.
28. In the CD/DVD settings, do the following:

a.  Under Connection section, select Use ISO image file, and click Browse,
and then select the Virtual Mobile Infrastructure Server iso setup image file.

b.  Under Device status section, select Connect at powet on.

i R’
Virtual Machine Settings lﬁ]
Hardware | Options
F Device status
Device Summary
Ci ted
0, Memory 8GE onnectes I
[ Processors 8 Connect at power on
(i Hard Disk (SCSI) 50GB i
) Co/oVD (IDE) Auto detect e o
Floppy Auto detect (71 Use physical drive:
Network Adapter Bridged (Automatic) S daet
USE Controller Present & _ A
@) 50und Card Auto detect o lea ISQimane fie;
@Prm&r Present -
EJDispIay Auto detect
[ OK ] [ Cancel ] [ Help ]

i

FIGURE 4-5. Browse and select Virtual Mobile Infrastructure Server ISO image
file

29. Click OK to complete the virtual machine configuration and close the window.
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Step 2: Installing Virtual Mobile Infrastructure on VMware
Workstation

Procedure

1. Start VMware Workstation and power on the virtual machine that you created in
Step 1: Creating a Virtual Machine on page 4-2.

2.  Click the Console tab on the virtual machine.
The Virtual Mobile Infrastructure installation menu appears.

3. Follow step 3 on page 2-2 to step 16 on page 2-13 of the topic Installing 1 irtnal Mobile
Infrastructure Server on a Bare Metal Server on page 2-2 to complete Virtual Mobile
Infrastructure installation.

Installing Virtual Mobile Infrastructure Secure
Access

Installing Virtual Mobile Infrastructure Secure Access on VMware Workstation involves
the following steps:

1. Creating a virtual machine (See S#ep 7: Creating a 1 irtual Machine on page 4-9).

2. Installing Virtual Mobile Infrastructure Secure Access (See Step 2: Installing 1 irtnal
Mobile Infrastructure Secure Access on V" Mware Workstation on page 4-15).

Step 1: Creating a Virtual Machine

Procedure

1. Copy the iso image setup file on the VM Workstation hard drive, or any other
location that can be accessed from the computer where VM Workstation is
installed.
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2.  Start VMware Workstation.
3. Click File > New > Virtual Machine from the menu.
The New Virtual Machine Wizard screen appears.
4. Select Custom (Advanced) and click Next.
The Choose the Virtual Machine Hardware Compatibility screen appears.

5. Select an appropriate option from the Hardware compatibility drop-down list.

Note

This document uses Workstation 12.5.9 hardware compatibility.

The Guest Operating System Installation screen appeats.
6.  Sclect I will install the operating system later, and click Next.
The Select a Guest Operating System screen appears.

7.  On the Select a Guest Operating System screen, configure the following
settings:

a.  Guest operating system: Linux

b.  Version: Other Linux 2.6.x kernel 64-bit
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New Virtual Machine Wizard ==

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(™) Microsoft Windows
@ Linux

) Novell NetWware

~ Solaris

() VMware ESX

() Other

Version

Other Linux 2.6.x kernel 64-hit -

<Back | [ Mext> | [ Cancel

FIGURE 4-6. Select a guest operating system

8.  Click Next.
The Name the Virtual Machine screen appears.

9. Type a name for the virtual machine, and click Next.
The Processor Configuration screen appears.

10. Under the Processor section, do the following:

+  In the Number of processors drop-down list, select 2.

+  In the Number of cores per processor drop-down list, select 2.
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11.

12.

13.

14.

15.

16.

17.

Click Next.
The Memory for the Virtual Machine screen appears.

In the Memory for the virtual machine field, select at least 4-GB, and click
Next.

The Network Type screen appears.
Select Use bridged networking, and click Next.
The Select I/O Controller Types scteen appeats.

From the SCSI Controller list, select the recommended type: LSI Logic, and click
Next.

The Select a Disk Type screen appears.

Select the recommended disk type: SCSI, and click Next.
The Select a Disk screen appears.

Select Create a new virtual disk and click Next.

The Specify Disk Capacity screen appears.

Do the following:

. Select 30-GB for the Maximum disk size.

+  Select Split virtual disk into multiple files.
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New Virtual Machine Wizard ==
specify Disk Capacity
How large do you want this disk to be?
Maximum disk size (GB): 30| =

Recommended size for Other Linux 2.6.x kernel 64-hit: 8 GB

|| Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data toit.

) Store virtual disk as a single file

@) Spiit virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

<Back || Next> || cancel |

FIGURE 4-7. Specify disk capacity

18. Click Next.

The Ready to Create Virtual Machine screen appeats.

19. Click Finish on the New Virtual Machine Wizard screen.
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Library x
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[ G Edit virtual machine settings
1w
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) Vitust bl Infastrcture Secure Acess || s emory ie8
£ Shared WMs

[ Processors 4
{2 Hard Disk (SCS) 30 GB

JCD/DVD D) Aute detect
[ Floppy Auto detect
FENetwork Adapter Bridged (Autom...
BB USB Controller  Present

@Sound Card  Auto detect
(= Printer Present
Display Auto detect

~ Description
Type here to enter a description of this
virtual machine.

FIGURE 4-8. Virtual machines in VMware Workstation

The virtual machine you have just created appears in the left resource tree under
My Computer.

20. In the left resource tree, right-click the virtual machine you have just created, and
click Settings.

The Virtual Machine Settings screen appears.
21. On the Hardware tab, click CD/DVD (IDE).

The CD/DVD settings appeat on the right pane.
22. In the CD/DVD settings, do the following:

a.  Under Connection section, select Use ISO image file, and click Browse,
and then select the Virtual Mobile Infrastructure Secure Access iso setup
image file.

b.  Under Device status section, select Connect at power on.
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b

FIGURE 4-9. Browse and select Virtual Mobile Infrastructure Secure Access ISO
image file

23. Click OK to complete the virtual machine configuration and close the window.

Step 2: Installing Virtual Mobile Infrastructure Secure
Access on VMware Workstation

Procedure

1. Start VMware Workstation and power on the virtual machine that you created in
Step 1: Creating a Virtual Machine on page 4-9.
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2.  Click the Console tab on the virtual machine.
The Virtual Mobile Infrastructure installation menu appears.

3. Follow step 3 on page 2-14 to step 15 on page 2-22 of the topic Installing Virtual Mobile
Infrastructure Secure Access on a Bare Metal Server on page 2-13 to complete Secure
Access installation.
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Chapter 5

Installing on Microsoft Hyper-V

This chapter provides the information that you will need to create and configure a
virtual machine on Microsoft Hyper-V and install Trend Micro Virtual Mobile
Infrastructure.

This chapter contains the following sections:

. Installing V'irtual Mobile Infrastructure Server on page 5-2

Installing Virtual Mobile Infrastructure Secure Access on page 5-5
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Installing Virtual Mobile Infrastructure Server

Installing Virtual Mobile Infrastructure on Microsoft Hyper-V involves the following
steps:

1. Creating a virtual machine (See Szep 7: Creating a 1irtual Machine on page 5-2).

2. Installing Virtual Mobile Infrastructure (See S7ep 2: Installing 1 irtnal Mobile
Infrastructure Server on Microsoft Hyper-17" on page 5-5).

Step 1: Creating a Virtual Machine

Procedure

1. Copy the iso image setup file on the Microsoft Hyper-V computer hard drive, or
any other location that can be accessed from the computer where Microsoft Hyper-
V is installed.

2. Copy the iso image setup file on the Microsoft Hyper-V computer hard drive.
3. Start Microsoft Hyper-V. Click File > New > Virtual Machine from the menu.
The New Virtual Machine Wizard screen appears.
4. On the Before You Begin screen, click Next.
The Specify Name and Location screen appears.
5. Type a name for the Virtual Mobile Infrastructure server, and click Next.
The Specify Generation screen appeats.
6. Select Generation 1, and click Next.
The Assign Memory screen appears.
7. In the Startup memory ficld, type 8192 MB, and click Next.

The Configure Networking screen appears.

8.  Select a virtual switch from the drop-down list that you want to use for the Virtual
Mobile Infrastructure Server, and click Next.
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The Connect Virtual Hard Disk screen appears.

9.  Check the virtual hard disk name, location and size, and make the changes if
necessary, and then click Next.

a': New Virtual Machine Wizard j |

tklr Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine’s properties.
Spedify Mame and Location

% Create a virtual hard disk

Assign Memary
Configure Networki
_ﬁg ] Mame: IVirtuaI Mobile Infrastructure Server.vhd
Location: |C:\WirtualDisk\virtual Mobile Infrastructure Server
Installation Options I \ A \ Browse |
Summary Size: I 50 GB {Maximum: 2040 GB)

" Use an existing virtual hard disk

Location: JC:\sers\Public\Documents\Hyper tual Hard Disks),

" Attach a virtual hard disk later

< Previous | Next > I Finish Cancel

FIGURE 5-1. Create Virtual Hard Disk screen

The Installation Options screen appears.
10. Select Install an operating system later and then click Next.
The Summary screen appears.

11.  Verify the virtual hard disk settings on the Summary screen, and click Finish.
Click Previous to go back to any previous screen and change settings, if required.

The virtual machine setup completes, and the Settings screen appears.

12.  On the left side of the Settings screen, click Processor under Hardware section,
and then in the Number of virtual processors field, type 8.
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13.  On the left side of the screen, click DVD Drive, and then click Image file, and
select the Virtual Mobile Infrastructure Server installation setup file.

BSettings for virtual Mobile Infrastructure Server N = ] |

I\l'\rtua\ Mobile Infrastructure Server ﬂ f'u‘
# Hardware 4 DVD Drive
£ i}

V[ Add Hardware

Select the controller and location on the controller to attach the CO/DVD drive.

Controller; Location:
IIDE Controller 1 j IO {in use) j
—Media:
D Processor
BN L processtr Spedfy the media to use with your virtual CD/DVD drive,
= I IDE Controller 0  None
w Hard Drive & Image file:
(= [ IDE Coniroller 1 ICl\TM\"MI'
T
TMVMI- = Browse. ..
& 5CSI Controller £ Physical CD/OVD drive:
0 metwork Adapter —
External Swtich [orive D -]
T com1
MNone To remove the virtual CD/DVD drive from this virtual machine, dick Remove.

Remove |

I Diskette Drive
Mone

% Management

L] Name

#| Integration Servi
13 | Snapshot File Location

sk

I Automatic Start Action

Restartif pr
Restartitpre

i.'_l' Automatic Stop Action

Save

FIGURE 5-2. Select the Virtual Mobile Infrastructure server installation file

14. Click OK to finish setting up the virtual machine.
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Step 2: Installing Virtual Mobile Infrastructure Server on
Microsoft Hyper-V

Procedure

1. Start Microsoft Hyper-V and power on the virtual machine that you created in S#ep
1: Creating a Virtual Machine on page 5-2.

2.  Click the Console tab on the virtual machine.
The Virtual Mobile Infrastructure installation menu appears.

3. Follow step 3 on page 2-2 to step 16 on page 2-13 of the topic Installing Virtnal Mobile
Infrastructure Server on a Bare Metal Server on page 2-2 to complete Virtual Mobile
Infrastructure installation.

Installing Virtual Mobile Infrastructure Secure
Access

Installing Virtual Mobile Infrastructure Secure Access on Microsoft Hyper-V involves
the following steps:

1. Creating a virtual machine (See Szep 7: Creating a 1irtual Machine on page 5-5).

2. Installing Virtual Mobile Infrastructure Secure Access (See Step 2: Installing 1 irtnal
Mobile Infrastructure Secure Access on Microsoft Hyper-1" on page 5-9).

Step 1: Creating a Virtual Machine

Procedure

1. Copy the iso image setup file on the Microsoft Hyper-V computer hard drive, or
any other location that can be accessed from the computer where Microsoft Hyper-
V is installed.
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2. Copy the iso image setup file on the Microsoft Hyper-V computer hard drive.

3.  Start Microsoft Hyper-V. Click File > New > Virtual Machine from the menu.
The New Virtual Machine Wizard screen appears.

4. On the Before You Begin screen, click Next.
The Specify Name and Location screen appears.

5. Type a name for the Virtual Mobile Infrastructure Secure Access, and click Next.
The Specify Generation screen appears.

6. Select Generation 1, and click Next.
The Assign Memory screen appears.

7. In the Startup memory field, type 4096 MB, and click Next.
The Configure Networking screen appears.

8.  Select a virtual switch from the drop-down list that you want to use for the Virtual
Mobile Infrastructure Secure Access, and click Next.

The Connect Virtual Hard Disk screen appears.

9.  Check the virtual hard disk name, location and size, and make the changes if
necessary, and then click Next.
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10.

11.

12.

13.

ﬁ: New Virtual Machine Wizard x|

&*f Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

_ The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory

Configure Networking Name: I\u'irmal Mobile Infrastructure Secure Access

Connect Virtual Hard Disk ‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Installation Options folder, the virtual machine is stored in the default folder configured for this server.

Summary ¥ store the virtual machine in a different location

Location: IC:\Virma\Disk\ Browse... |

/1. Ifyou plan to take snapshots of this virtual machine, select a location that has enough free
space. Snapshots indude virtual machine data and may require a large amount of space.

< Previous | Next > I Finish Cancel

FIGURE 5-3. Create Virtual Hard Disk screen

The Installation Options screen appeats.
Select Install an operating system later and then click Next.
The Summary screen appears.

Verify the virtual hard disk settings on the Summary screen, and click Finish.
Click Previous to go back to any previous screen and change settings, if required.

The virtual machine setup completes, and the Settings screen appears.

On the left side of the Settings screen, click Processor under Hardware section,
and then in the Number of virtual processors ficld, type 4.

On the left side of the screen, click DVD Drive, and then click Image file, and
select the Virtual Mobile Infrastructure Secure Access installation setup file.
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HB Settings for Virtual Mobile Infrastructure Secure Access ) = =] |

I\u'irtual Mabile Infrastructure Secure Acr.essj PG
% Hardware » (4 DVD Drive
=
1 Add Hardware
K| BIOS Select the controller and location on the controller to attach the CO/DVD drive.
" Boot from CD Controller: Location:
[ Mem: IIDE Controller 1 j ID (in use) j
ks —Media:
n Processor
P P Specify the media to use with your virtual CD,/OVD drive.
(= i IDE Controller 0 " None
(=@ Hard Drive # Image file:
= B 1DE Controller 1 [E: TMvmIsA 5o
e
TMVMISA-3.0-1002-X86... faves
1 5CSI Controller " Physical CO/OVD drive:

W Network Adapter lﬁ
External 5

,‘3 Hetwork Adapter

External Swtich To remove the virtual CD/DVD drive from this virtual machine, dick Remove.

‘? Lt L Remove
Mone

= comz
MNone

H Diskette Drive

AT
L] Name

|| Integration Services
es offered
1% | Snapshot File Location

All ser

OK | Cancel | Apply |

FIGURE 5-4. Select the Virtual Mobile Infrastructure Secure Access installation
file

14. Click OK to finish setting up the virtual machine.
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Step 2: Installing Virtual Mobile Infrastructure Secure
Access on Microsoft Hyper-V

Procedure

1. Start VMware Workstation and power on the virtual machine that you created in
Step 1: Creating a Virtual Machine on page 5-5.

2.  Click the Console tab on the virtual machine.
The Virtual Mobile Infrastructure Secure Access installation menu appears.

3. Follow step 3 on page 2-14 to step 15 on page 2-22 of the topic Installing 1 irtnal Mobile
Infrastructure Secure Access on a Bare Metal Server on page 2-13 to complete Secure
Access installation.
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Chapter 6

Installing on Citrix XenServer

This chapter provides the information that you will need to create and configure a
virtual machine on Citrix XenServer and install Trend Micro Virtual Mobile
Infrastructure.

This chapter contains the following sections:

. Installing V'irtual Mobile Infrastructure Server on page 6-2

Installing V'irtual Mobile Infrastructure Secure Access on page 6-5
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Installing Virtual Mobile Infrastructure Server

Installing Virtual Mobile Infrastructure server on Citrix XenServer requires creating a
virtual machine and installing Virtual Mobile Infrastructure Server. (See Creating a VVirtual
Machine and Installing Virtual Mobile Infrastructure Server on page 6-2.)

Creating a Virtual Machine and Installing Virtual Mobile
Infrastructure Server

ﬁ Note

The procedure is based on XenServer 7.4.

Procedure

1.  Start Citrix XenCenter.

2. Click Add New Server button on the toolbar.
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) XenCenter 3
File View Pool Sever VUM Storage Templates Tooks Help

Back Forward = | [ Add NewSenver | ) New ool New Storage New VM Shut Down Reboot () Suspend
Search Q.|| @ xenCenter
[y ercente] [ Home | Search|

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization
R

A

€3 Add New Server - Y
Desktop
Enter the host name or IP address of the server you want to add Virtualization

and your user login credentials for that server.
e T -

User login credentials

Password:  weeseess| Center
offerings

4 Infrostructure

W9 Obiects
LS. Viewuar -

FIGURE 6-1. Add New Server dialog box

The Add New Server dialog box appears.
3. Type the server name, user name and password, and then click Add.

XenCenter connects to XenServer and adds it to the server tree on the left side of
the screen.

4. On the server tree on the left side of the screen, right-click the server name, then
click New VM.

The New VM screen appears.

5.  From the list of operating systems, select CentOS 7, and click Next.
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10.

11.

O New VM - X
Tg Select a VM template 7]
Mame ) _ Name Category G
Installation Media £% Legacy Windows Windows
Home Server Asianux Server 4 (64- bit) Asianux
CPU & Memory 5| Cent0S 5 (32-bit) CentOS
Storage =% Cent(S 5 (64-bit) Cent05
Networking % Cent0S 6 (32-bit) Cent05
Finish %% Cent0S 6 (64-bit) Cent0s
© Core0s Core0s
(7| Debian Jessie 8.0 Debian
(0| Debian Squeeze 6.0 (32-bit) Debian
(0| Debian Squeeze 6.0 (64-bit) Debian
(O Debian Stretch 9.0 Debian .
cim!x* [ Copy host BIOS strings to VM

Mext > Cancel

FIGURE 6-2. Select a VM template screen
Type a server name and description and then click Next.
The Installation Media screen appeats.

Select an installation media. If you want to install Virtual Mobile Infrastructure
server from a network location, click New ISO library, select Windows File
Sharing (CIFS), and then follow the instructions on the screen.

Click Next.

Select a server computer from the list, where you want to install Virtual Mobile
Infrastructure, and click Next.

On the CPU & Memory screen, type the following:
a.  Number of vCPUs: 8

b. Memory: 8 GB

Click Next.
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The Storage screen appears.
12. Click Properties, and in the Size field, type 50 GB, and then click OK.
13. Click Next on the Storage screen.

The Networking screen appeats.
14. Click Next on the Networking screen.

The Finish screen appears displaying the summary of settings for the new virtual
machine.

15. Make sure that Start the new VM automatically is selected, then click Create
Now.

The wizard creates the virtual machine and adds it to the tree on the left side of the
screen.

16. Select the VM you just created, and click Console. The Virtual Mobile
Infrastructure installation menu appears.

17. TFollow step 3 on page 2-2 to step 16 on page 2-13 of the topic Installing Virtual Mobile
Infrastructure Server on a Bare Metal Server on page 2-2 to complete Virtual Mobile
Infrastructure installation.

Installing Virtual Mobile Infrastructure Secure
Access

Installing Virtual Mobile Infrastructure Secure Access on Citrix XenServer requires
creating a virtual machine and installing Virtual Mobile Infrastructure Secure Access.

(See Creating a Virtual Machine and Installing Virtnal Mobile Infrastructure Secure Access on page
6-6.)
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Creating a Virtual Machine and Installing Virtual Mobile
Infrastructure Secure Access

Procedure
1.  Start Citrix XenCenter.

2. Click Add New Server button on the toolbat.

€3 XenCenter c
File View Pool Sever VM Stoage Templates Tools Help

Back Forward - | [ Add Newsenver | B NewPool New Storage New VM Shut Down Reboot () Suspend
Search Q.|| @ XenCenter
[y eocente] [ Home | Search|

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

F 1‘ >
A & # <>
© Add New Server - (2. [wede) JHASE TRY
ort Desktop
Enter the host name o IP address of the server you want to add Virtualization

and your user login credentials for that server,

Server: - -

User login credentials =

Username:  root rver users

Password;  swsesesd Center
offerings

9 Obiects

FIGURE 6-3. Add New Server dialog box

The Add New Server dialog box appears.
3. Type the server name, user name and password, and then click Add.

XenCenter connects to XenServer and adds it to the server tree on the left side of
the screen.

4. On the server tree on the left side of the screen, right-click the server name, then
click New VM.
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The New VM screen appears.

5.  From the list of operating systems, select CentOS 7 (64-bit), and click Next.

& New VM

T/ setect a VM template

Name
Installation Media
Horne Server
CPU & Memory
Storage
MNetworking
Finish

CiTRIX

Name
£2 Legacy Windows
Asianux Server 4 (64-bit)
=% Cent0S 5 (32-bit)
%% Cent0S 3 (64-bit)
=% Cent0S 6 (32-bit)
%% Cent0S 6 (64-bit)

Category G

Windows
Asianux
Cent05
CentO5
Cent05
Cent05

ki CentQS 7 Cent0S

©) Core0s

(7| Debian Jessie 8.0

(0| Debian Squeeze 6.0 (32-bit)
(O Debian Squeeze 6.0 (B4-bit)
(O Debian Stretch 9.0

[ Copy host BIOS strings to VM

Core05
Debian
Debian
Debian
Debian

Mext »

Cancel

FIGURE 6-4. Select a VM template screen

6. Type a server name and description and then click Next.

The Installation Media screen appears.

7. Sclect an installation media. If you want to install Virtual Mobile Infrastructure
server from a network location, click New ISO library, select Windows File
Sharing (CIFS), and then follow the instructions on the screen.

8. Click Next.

9.  Sclect a server computer from the list, where you want to install Virtual Mobile

Infrastructure Secure Access, and click Next.

10. On the CPU & Memory screen, type the following:
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11.

12.
13.

14.

15.

16.

17.

a.  Number of vCPUs: 4

b. Memory: 4 GB

Click Next.

The Storage screen appears.

Click Properties, and in the Size field, type 30 GB, and then click OK.
Click Next on the Storage screen.

The Networking screen appears.

Click Next.

The Finish screen appears displaying the summary of settings for the new virtual
machine.

Make sure that Start the new VM automatically is selected, then click Create
Now.

The wizard creates the virtual machine and adds it to the tree on the left side of the
screen.

Select the virtual machine you have just created, and click the Console tab.
The Virtual Mobile Infrastructure installation menu appears.

Follow step 3 on page 2-14 to step 15 on page 2-22 of the topic lnstalling V irtnal Mobile
Infrastructure Secure Access on a Bare Metal Server on page 2-13 to complete Secure
Access installation.
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Chapter 7

Post-Installation Configuration

Trend Micro recommends performing all tasks in this chapter before using Virtual
Mobile Infrastructure.

This chapter contains the following sections:
o Awcessing Virtual Mobile Infrastructure Administration Web Console on page 7-2
s Activating Your Product on page 7-3
Changing Administrator Account Password on page 7-5
. Configuring LDAP Settings (Optional) on page 7-6
« Configuring Mobile Client Settings on page 7-7
Configuring Microsoft Exchange Server and Office 365 Settings (Optional) on page 7-9
. Configuring Network Settings on page 7-10
« Configuring External Storage on page 7-11
«  Configuring Email Notifications on page 7-12
. Confignring Syslog (Systenr 1ogs) on page 7-14

Managing Groups and Users on page 7-14

. Deploying Virtual Mobile Infrastructure to Mobile Devices on page 7-16
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Accessing Virtual Mobile Infrastructure
Administration Web Console

To access the Virtual Mobile Infrastructure Web console:

Procedure
1.  Using a Web browser, open the following URL:
https://<Virtual Mobile Infrastructure_domain_name_or_IP_address>:8443

The following screen appears.

FIGURE 7-1. Virtual Mobile Infrastructure Web console logon screen

@ TREND.  Virtual Mobile Infrastructure

Log On

Copyright ® 2018 Trend Micro Incorporated. All ights reserved.  Legal Policies & Privacy ~ Contactus  TrendMicro.com 9 REND

2. Type a user name and password in the fields provided and click Log On.
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ﬁ Note

The default User Name for Virtual Mobile Infrastructure Web console is admin and
the Password is admin.

Make sure that you change the administrator password after your first sign in. Refer
to the topic Changing Administrator Account Password on page 7-5 for the procedure.

Activating Your Product

Virtual Mobile Infrastructure displays a New Activation Code screen on logging on to
the administration Web console for the first time.

Use the Product License screen to activate your product.

@ TREND. Vijrtual Mobile Infrastructure

New Activation Code

Product name:Trend Micro Virtual Mobile Infrastructure

Mew activation code] - - H i - H

FIGURE 7-2. Product License screen
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ﬁ Note

If you do not have a license, contact you Trend Micro contact person to obtain your

license.

Procedure

1. Type your Activation Code that you have received in your email in the field

provided.

2. Click Save.

Configuration Tasks

The following table depicts the configuration tasks for Virtual Mobile Infrastructure

server after installation.

TABLE 7-1. Post installation configuration tasks for Virtual Mobile Infrastructure

server

ACTION

DESCRIPTION

(Optional) Configure

administrator account setting.

Administrator account, email address and password
settings.

See Changing Administrator Account Password on page
7-5 for the detailed procedure.

(Optional) Configure LDAP
settings.

Supports integration with Microsoft Active Directory and
OpenLDAP to manager users and groups.

See Configuring LDAP Settings (Optional) on page
7-6 for the detailed procedure.

(Optional) Configure mobile
client settings.

User settings for mobile client and users.

See Configuring Mobile Client Settings on page 7-7
for the detailed procedure.
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ACTION

DESCRIPTION

(Optional) Configure
Exchange settings.

Microsoft Exchange server settings to user single sign
on for workspace.

See Configuring Microsoft Exchange Server and Office
365 Settings (Optional) on page 7-9 for the detailed
procedure.

(Optional) Configure network
settings.

Proxy and Virtual Mobile Infrastructure public IP address
settings for user workspace.

See Configuring Network Settings on page 7-10 for the
detailed procedure.

(Optional) Configure external
storage.

External storage to save user data.

(Required, if multiple Virtual Mobile Infrastructure
servers are deployed.)

See Configuring External Storage on page 7-11 for the
detailed procedure.

(Optional) Configure syslog
settings.

System log server settings to save server debug logs.

See Configuring Syslog (System Logs) on page 7-14
for the detailed procedure.

(Optional) Configure email
notification settings.

SMTP server settings to send email notification to users.

See Configuring Email Notifications on page 7-12 for
the detailed procedure.

Changing Administrator Account Password

Use the Administrator Accounts screen to modify the administratot's account

password in Virtual Mobile Infrastructure.

Attention

days.

~ Trend Micro recommends changing the administrator's account password every 30 to 90
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Procedure
1.  Under admin section, click Change password.
The Change Password dialog box pops up.
2. Use the following fields:
+  Old password—type the current administrator password.

+  New password and Confirm password—type the new administrator
password.

3.  Click Save on the pop-up dialog box.

Configuring LDAP Settings (Optional)

Virtual Mobile Infrastructure provides optional integration with Microsoft Active
Directory and OpenLLDAP to manage users and groups more efficiently.

Use the LDAP tab in System Settings to enable and configure the LDAP settings.

If you do not want to import users and groups from LDAP, or want to manage users
locally on the Virtual Mobile Infrastructure server, then you will need to disable the
LDAP integration.

Procedure
1.  On the System Settings screen, click the LDAP tab.
2. Select Use LDAP to enable the feature
3. Configure the following:
«  LDAP Server Type—sclect the LDAP server.
. Server name or IP address

: Server port

. Base DN-sclect a Base DN from the drop down list.
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. User name and Password—a user name and password to access the LDAP
server.

+  Update frequency—select a time from the list to determine how often to
synchronize content with the LDAP server.

+  LDAP encryption—select encryption method according to your LDAP server
settings.

4. Click Save.

The server tests the connection with the LDAP server and saves System Settings.

Disabling LDAP Server

Use the LDAP tab in System Settings to disable the LDAP settings.

Procedure

1.  Click the LDAP tab.

2.  Clear Use LDAP checkbox to disable the feature.
3. Click Save.

Configuring Mobile Client Settings

The Virtual Mobile Infrastructure mobile client provides access to the user workspace
from a mobile device.

Use the Mobile Client tab on the System Settings screen to configure mobile clients
for Virtual Mobile Infrastructure.

Procedure

1.  On the System Settings screen, click the Mobile Client tab.

2. Under User Settings section, configure the following:
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. If you want to allow users to save their passwords on their mobile devices,
select Allow users to save password on mobile device.

+  If you want users to wait for a certain time before retrying after typing in a
wrong password, select Enable unsuccessful signin restriction, and then
select the number of attempts and the waiting time from the drop-down lists.

+  If you want to configure the password security level for user workspaces on
their mobile devices, select a security option from the Workspace screen
lock security level drop-down list.

ﬁ’ Note

This setting will take effect when the users sign in the next time.

. If you want to stop users from taking screenshots on Android, select Do not
allow user to take screenshot.

ﬁ Note

On iOS mobile devices, if the screenshot is taken, the Virtual Mobile
Infrastructure mobile client logs the event and transfers it to the server.

+  From User keyboard for cloud workspace, select the keyboard you want
users to use during their Virtual Mobile Infrastructure session.

«  If you want to restrict users from accessing workspace from a rooted or
jailbroken mobile device, select Do not allow users to log in from rooted or
jailbroken mobile devices.

«  Select Enable client side rendering option to set client side rendering mode
to default on TMVMI client.

+  From the Graphics Options drop-down menu, select one of the following
options:

+  Performance: This option provides more speed, but less quality (screen
clarity), and utilizes less bandwidth.

+  Balance (default): This option provides balance between quality (screen
clarity) and speed.
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. Quality: This option provides more quality (screen clarity), but less
speed, and utilizes more bandwidth.

3. Click Save.

Configuring Microsoft Exchange Server and Office 365
Settings (Optional)

If you have already set up an Exchange server in your enterprise environment, you can
configure Virtual Mobile Infrastructure to automatically configure Exchange server and
Office 365 settings for all the users on their workspace.

ﬁ Note

You can only configure Virtual Mobile Infrastructure to use an Exchange server if you are
using Active Directory server to manage user and group permissions in Virtual Mobile
Infrastructure.

Use the Exchange Server tab on System Settings screen to configure Microsoft
Exchange Server and Microsoft Office 365 settings.

Procedure
1. On the System Settings screen, click the LDAP tab.

2. Make sure that the Use LDAP checkbox is selected, and the LDAP settings are
configured.

3.  Click the Exchange Server tab.

4.  Sclect Use automatic configuration for Exchange Server on workspace, and
then type the server name in the Exchange server field.

5. Select Office 365 customization, if you are using Exchange Online, and type the
Office 365 login ID in the User name field.
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ﬁ Note

For Office 365 Exchange Online, usually the user name in email account setting is the
value of the user's User Principal Name (UPN) in Active Directory. However, in
some environments administrators use the alternate login ID functionality. If you
have used an alternate login ID, type the correct attribute of the a user object other
than UPN in the User name field.

6. Click Save.

Configuring Network Settings

Use the Network Settings screen from the System Settings menu to configure VMI
Public IP Address and proxy settings for Virtual Mobile Infrastructure servet.

The VMI public IP address setting is required for mobile devices to access Virtual
Mobile Infrastructure server from outside the network. If Secure Access is connected to
a gateway or an external router, configure the IP address of the gateway or the router
instead of the IP address of Secure Access. If Secure Access is not installed, keep the
default settings.

If your network settings require a proxy to connect to the Internet, configure the proxy
settings on Virtual Mobile Infrastructure server.

Procedure

1.  Under the VMI Public IP Address section, type the public domain name or IP
address, and port number for public address.

Note
The default port number for public address is 443.

2.  Under the Proxy section, select Use the following proxy settings, and configure
the following:

. Host name or IP address

. Port number
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+  Proxy server authentication
. User name
+  Password

+  Bypass proxy for these addresses

ﬁ Note

The bypass setting only takes effect for the user workspaces, and from the
next time users sign in.

3. Type a URL in the Test address ficld, and then click Test Connection to verify
proxy settings.

4.  Select one of the following options for Apply proxy to:
+  Server and Workspace
. Server only
*  Workspace only

5. Click Save.

Configuring External Storage

Virtual Mobile Infrastructure enables you to use external storage to store user data.
External storage is required if you want to use multiple servers with Virtual Mobile
Infrastructure.

Use the Servers screen to configure external storage for Virtual Mobile Infrastructure
server.

O Important
L ®

Make sure to stop all compute nodes before you add an external storage.
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Procedure

1. On the Server screen. click External Storage.

2. Select Enable external storage, and configure the following:
+  Host name or IP address

+  Path—type the location where you want to save the user data on the specified
host or IP address.

3. Click Test Connection and then click OK on the pop-up dialog box.

4. Click Save.

The server tests the connection with the external storage and saves the Servers
screen.

Configuring Email Notifications

You must set up an email server and then configure the email notification settings to
send the invitation or reset password emails to the users.

Use Email Notifications screen to configure email notifications in Virtual Mobile
Infrastructure.

Procedure
1.  On the Email Settings tab, configure the following:

+  From-type the address from which you want to send the email notification.
SMTP

+  SMTP Server—type the SMTP server name or IP address.

«  Port—type the SMTP server port number.

. Authentication—if the SMTP address requires authentication, select this
option and type the following information:
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. User name
. Password

«  Use TLS protocol for authentication—if the SMTP server requires TLS
protocol for authentication, select this option.

2.  Click Test Connection to verify SMTP server address and port number.

ﬁ Note

This test does not verify the user name and password configured to access the SMTP
server.

3. Sclect Automatically send email notification to new users if you want to send
an invitation email to new users that are added from LDAP.

4. On the Invitation Email Template Settings tab, type the following:
+  Subject—the subject of the email message.

+  Message—the body of the email message.

ﬁ’ Note

While editing the Message field, make sure to include the token variables %
(name)s, %o(username)s and %o(password)s, which will be replaced by the actual
values in the email message.

5.  On the Reset Password Template Settings tab, type the following:
. Subject—the subject of the email message.

+  Message—the body of the email message.

ﬁ’ Note

While editing the Message ficld, make sure to include the token variables %
(name)s, %o (username)s, %o(password)s, which will be replaced by the actual

values in the email message.
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6. Click Save to save settings.

Configuring Syslog (System Logs)
Configure syslog server settings to save server debug logs.

Use the Syslog tab in System Settings to configure system logs settings for Virtual
Mobile Infrastructure.

Procedure
1.  On the System Settings screen, click the Syslog tab.
2.  Select Enable syslog.
3.  Configure the following settings for the syslog server:
+  Protocol
. Host name or IP address
+  Port number

4. Click Save.

Managing Groups and Users

Virtual Mobile Infrastructure enables you to add users and groups manually or import
them from the LDAP server. On importing a group from LDAP server, Virtual Mobile
Infrastructure inherits all user account information from the LDAP server database.

ﬁ Note

User accounts imported from the LDAP server cannot be modified from the Virtual
Mobile Infrastructure servet.




Post-Installation Configuration

Importing Groups or Users from LDAP

Before importing groups or users from LDAP server, make sure that you have already
configured the LDAP settings. See Configuring LDAP Settings (Optional) on page 7-6 for the
procedure.

Use the User Management screen to import groups ot users from LDAP.

Procedure
1.  Click Import Users.
The Import Group or User from LDAP screen appears.
2. Type the group or user information in the search field provided, and click Search.
3. Select the site in which you want to import users.

4. Sclect the groups or users that you want to import from the search result, and then
click Import.

ﬁ Note

If you configured SMTP server address in Administration > Email Notifications
> Email Settings, and selected Automatically send email notification to new
users, the invitation email will be sent to all new users that you import.

Creating a User Account Locally

Virtual Mobile Infrastructure allows you to add a local user account to the server.
However, you cannot use Active Directory in conjunction with the local users. This
means, you will need to disable Active Directory to add a local user.

Before you can create a local user account, make sure that you have disabled the Active
Directory integration. See Disabling .LDAP Server on page 7-7 for the procedure.

Use the User Management screen to create a user account locally.
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Procedure

1.  Click Add User.

Add A New User screen appeats.

2.  Configure the following:

User name

First name

Last name

Email address

Group—select a group from the drop-down menu for the user.

Profile—sclect a profile from the drop-down menu for the user.

3. Click Add.

Virtual Mobile Infrastructure server sends an invitation email to the user. The invitation

email includes the user account information to log on to server.

Deploying Virtual Mobile Infrastructure to
Mobile Devices

Trend Micro recommends configuring Notification Settings to send an invitation email

to the users. When you import users or groups from Active Directory, or add users
locally, the Virtual Mobile Infrastructure server sends an invitation email to the users

that includes the account information to log on to the server. Users can download the
client application from Google Play store or Apple App Store.

See Configuring Email Notifications on page 7-12 for the procedure of creating and
configuring system notifications.
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Installing Android Client for Virtual Mobile Infrastructure

Download the Android client application for Virtual Mobile Infrastructure from Google
Play store.

Procedure

1. Open Google Play store on an Android mobile device and search for TMVMI
Client.

2. In the search results, look for Trend Micro Virtual Mobile Infrastructure and
tap Install.

3.  Tap Install on the access permissions screen that appears and wait while the app
downloads and installs, then tap Open.

4. Type User name, Password and Server address as mentioned in the email, and
tap Sign In.

5. If a dialog box appears requiring you to enable GPS on the mobile device, tap OK
and then enable GPS satellites.

ﬁ Note

Virtual Mobile Infrastructure requires to use the mobile device location information
for any application installed in the user workspace. If you tap Cancel, Virtual Mobile
Infrastructure will display this pop-up dialog box again the next time you start the
application.

You can now access the user workspace and use the applications installed.

Installing iOS Client for Virtual Mobile Infrastructure

Download the iOS client app for Virtual Mobile Infrastructure from Apple App Store.

Procedure

1. Open App Store on an iOS mobile device and search for TMVMI Client.
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2. In the search results, look for Trend Micro Virtual Mobile Infrastructure and
tap Free, and then tap Install.

3. If required, type your password for the Apple account, and wait while the app
downloads and installs, then tap Open.

The Virtual Mobile Infrastructure client app Sign In screen appears.

4. Type User name, Password and Server Address as mentioned in the email, and
tap Sign In.

A notification appears requiring you to allow the application to use the location.

5. ‘Tap OK.

ﬁ Note

Virtual Mobile Infrastructure requires the use of the mobile device location
information for any application installed in the user workspace. If you tap Don't
Allow, Virtual Mobile Infrastructure will NOT display this pop-up dialog box again.
You will need to enable this setting manually. To enable Virtual Mobile Infrastructure
to use the mobile device location information, tap iOS Settings > Privacy >
Location Services, and enable Virtual Mobile Infrastructure.

You can now access the user workspace and use the applications installed.
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Appendix A

Network Port Configurations

This appendix provides all the network ports configurations that you need while
installing Virtual Mobile Infrastructure.

This appendix contains the following sections:

. Network Port Configuration for Virtual Mobile Infrastructure Server on page A-2

Network Port Configuration for Virtual Mobile Infrastructure Secure Access on page A-4
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Network Port Configuration for Virtual Mobile
Infrastructure Server

Configure the following network ports for Virtual Mobile Infrastructure server:

REQUIRE
NETWORK DIRECTIO
COMPONENT DETAILS D OR
PORTS N
OPTIONAL
Management HTTPS port Used to access Virtual | Required Inbound
Web console 8443 Mobile Infrastructure
management Web
console.
Mobile client HTTPS port Used to enroll mobile Required Inbound
enrollment 443 client to the server.
Mobile client TCP port 5902 | Used by mobile client Required Inbound
access to 6923 to access Virtual Mobile
Infrastructure server.
Active Directory TCP port 389 Used for user Optional Outbound
(Domain authentication using
Controller) for Active Directory.
Management .
console If you are not using
Active Directory to
TCP port 636 authenticate or import
(Domain users, these ports are
Controller) for not required.
Management
console
TCP port 3268
(Global
Category) for
Management
console
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REQUIRE
NETWORK DIRECTIO
COMPONENT DETAILS D OR
PORTS N
OPTIONAL
SMTP server TCP port 25 Used to access email Optional Outbound
server.
If you are not using
SMTP server to send
emails, this port is not
required.
Notification HTTPS port Used to connect to the | Required Outbound
Channel port 443 Trend Micro Cloud
Communication server
to receive APNs
notifications.
APNs Center TCP port 2195 | Allows outbound Required, | Outbound
connection to Apple if iOS
Push Notification TMVMI
Server. client is
customize
The hostname of Apple d
Push Notification
Service is
gateway.push.apple.co
m.
Wi-Fi-network TCP port 5223 | Allows iOS mobile Optional Outbound
port devices to receive push

notifications from
Apple's server,
especially when
conecting through Wi-Fi
network where port
5223 is blocked.

However, if the mobile
devices are on a 3G
network, you do not
need to configure this
port.
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Network Port Configuration for Virtual Mobile
Infrastructure Secure Access

Configure the following network ports for Virtual Mobile Infrastructure Secure Access:

REQUIRED
NETWORK
COMPONENT DETAILS OR DIRECTION
PORTS
OPTIONAL
Mobile client HTTPS Port Used to enroll mobile Required Inbound
enrollment 443 client to the server.
Connection to HTTPS Port Used by Secure Required Outbound
Virtual Mobile 443 Access to
Infrastructure communicate with
TCP Port Virtual Mobile
5902106923 | |nfrastructure server.
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Appendix B

Public SSL Certificate Deployment

Virtual Mobile Infrastructure server and secure access are installed and managed using
HTTPS and SSL, by default. The default installation of Virtual Mobile Infrastructure
server and secure access uses a self-signed SSL certificate. Trend Micro recommends
deploying public SSL certificate on Virtual Mobile Infrastructure server and secure
access. A public SSL certificate on the server can avoid the browser security warning,
and on the secure access, it can help user to make sure tmvmi client connects to a
secure server and avoids security warning.

This chapter describes how to generate and install a public SSL certificate on Virtual
Mobile Infrastructure server and secure access.

This appendix contains the following sections:
Managing Public SS1. Certificate on page B-2
« Generating Certificate Signing Request (CSR) on page B-2

s Deploying SSL Certificate on Virtual Mobile Infrastructure Server on page B-4

. Deploying SSL. Certificate on Virtual Mobile Infrastructure Secure Access on page B-6
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Managing Public SSL Certificate

Managing Public SSL Certificate on Virtual Mobile Infrastructure server and secure

access involves the following steps:

1.

Generating Certificate Signing Request (CSR) (See Generating Certificate Signing
Reguest (CSR) on page B-2).

ﬁ Note

If you already have a Wildcard SSL Certificates, skip this step, and proceed to the
next step; Deploying SSL Certificate on page B-4.

Deploying SSL Certificate:

+  Deploying SSL certificate on Virtual Mobile Infrastructure server. (See
Deploying SSL Certificate on Virtual Mobile Infrastructure Server on page B-4)

+  Deploying SSL certificate on Virtual Mobile Infrastructure secure access (See
Deploying SSL. Certificate on Virtual Mobile Infrastructure Secure Access on page

B-6).

Generating Certificate Signing Request (CSR)

4

Note

If you already have a Wildcard SSL Certificates, skip this step, and proceed to the next
step; Deploying SSL. Certificate on page B-4.

4

Note

The steps to generate Certificate Signing Request (CSR) for Virtual Mobile Infrastructure
server and secure access are same. However, you will need to deploy public SSL certificate
on the server and secure access separately.
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Procedure

1. Log on to Virtual Mobile Infrastructure server or secure access terminal (SSH)
using account tmvmi, and then switch to root account after logging in using
command “su root”.

2. At the terminal, type the following command:

openssl req -new -newkey rsa:2048 -nodes -keyout
yourdomainname.key -out yourdomain.csr

Replace yourdomainname with the domain name you are using. For example, if
your domain name is example . com, you would type example. key and
example.csr.

3. Provide the following information:

« +  Common Name: The fully-qualified domain name, or URL, you are
using.

If you are requesting a Wildcard certificate, add an asterisk (*) to the left
of the common name where you want the wildcard, for example
*.example.com.

+  Organization: The legally-registered name for your business. If you are
enrolling as an individual, enter the certificate requester’s name.

. Organization Unit: If applicable, enter the DBA (doing business as)
name.

+  City or Locality: Name of the city where your organization is
registered/located. Do not abbreviate.

. State or Province: Name of the state or province where your
organization is located. Do not abbreviate.

. Country: The two-letter International Organization for Standardization
(ISO) format country code for where your organization is legally
registered.

«  Passphrase: If you do not want to enter a password for this SSL, you
can leave this field blank. However, there might be additional risks.
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4.  After the process is completed, you can get the CSR and a key file in the current
folder.

Save the CSR file and the key file. The key file is required when deploying the
certificate.

5. Send the CSR file to a public Certificate Authority (CA) for signing. After you send
the CSR to a CA, they issue a server certificate.

Deploying SSL Certificate

After you have received the server certificate from the Certificate Authority (CA) or
have a Wildcard SSL Certificates, you should install the certificate on the Virtual
Mobile Infrastructure server and/or secure access.

Deploying SSL Certificate on Virtual Mobile Infrastructure
Server

Virtual Mobile Infrastructure server uses Apache SSL HTTP server to manager SSL
certificate.

Procedure

1. Log on to Virtual Mobile Infrastructure server terminal (SSH) using account
tmvmi, and then switch to root account after logging in using command “su
root”.

2. Copy your SSL certificate files and the certificate bundle file to VMI server. For
example, /home/tmvmi/, and unzip the certificate file. You can get certificate
chain, public certificate.
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ﬁ Note

The CA may not provide certificate chain, and only provide root certificate and
public certificate. You need to generate certificate chain using the following
command:

cat public certificate.crt root certificate.crt
>servercert2tol.pem

Copy the certificate file at the correct location:

+  Copy the private key here: /etc/pki/tls/private/

ﬁ’ Note

The private key is generated when you generate CSR file.

«  Copy the certificate file and certificate key chain here: /etc/pki/tls/
certs/

Change configuration file /etc/httpd/conf.d/wsgi-vmi.conf by replacing
corresponding file name with your real file name.

+  Use the following for certificate file:
SSLCertificateFile /etc/pki/tls/certs/xxxx.crt

SSLCertificateChainFile /etc/pki/tls/certs/xxxx.crt

ﬁ’ Note

If your keychain is pem file, then it should be
SSLCertificateChainFile /etc/pki/tls/certs/
servercert2tol.pem

. Use the following for the private key file:
SSLCertificateKeyFile /etc/pki/tls/private/xxxx.key

Restart Apache service using the following command:

service httpd restart
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Deploying SSL Certificate on Virtual Mobile Infrastructure
Secure Access

Procedure

1. Copy your SSL certificate file and the certificate bundle file to Virtual Mobile
Infrastructure secure access, for example at /home /tmvmi/. You should already
have a key file on the server from when you generated your certificate request.
Copy the key file in the same folder as the SSL certificate file and bundle file.

ﬁ Note

The certificate that deployed in secure access should be p12 format. If your certificate
is not p12 file, follow step 3 and 4 to generate the certificate. If your certificate is p12
file, skip to step 5 directly.

2. Logon to the secure access terminal by tmvmi account and then switch to root
account by using command su root.

You need to merger the server certificates from the CA into certificate keychain file
in secure access, to generate the p12 format certificate.

3. Use the following command to merge the three certificate files to certificate key
chain:

cat yourdomainname.crt public certificate.crt
root certificate.crt > DefaultTempCert3tol.crt

ﬁ Note

Replace yourdomainname with the domain name you are using. For example, if
your domain name is example . com, you would type example.crt.

4.  Generate the certificate p12 file using the following command:

openssl pkcsl2 -export -out TmmsDefaultTempCert.pl2 -inkey

xxxxX.key -in DefaultTempCert3tol.crt -password pass:your password
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ﬁ Note

You generated the key file when you generated the CSR file.

Copy the certificate file to folder /vmi/gateway/ using the following command:

cp TmmsDefaultTempCert.pl2 /vmi/gateway/
TmmsDefaultTempCert.pl2

Skip this step if your certificate does not have a password. If you have password for
your certificate, use the following command to generate key:

/vmi/gateway/cs —e *****

ﬁ Note

Replace ¥**** with your password for the certificate.

Change configuration file /vmi/gateway/configuration. json, replace
corresponding file name with your real file name, and replace the key with your key
using the following commands:

"ssl cert file": "X**** pl2a"
"ssl key password": "xx*xxm
Note

If you do not have a password for the certificate file, replace **** with blank.

Restart secure access for your new certificate to take effect, using the following
command:

service vmigateway restart
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